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Omnpenesienus

B Hacrosmem 1o0KyMeHTe UCTIOIB3YIOTCS CIICAYIOIINE TEPMHUHBI U UX OTIPEICIICHHS.

ABTOMATHU3HMPOBAHHAs CHCTEMAa — CHUCTEMA, COCTOALIAas M3 MepcoHajla M KOMILIeKca
CPEICTB aBTOMATH3allMM €ro JesATEJbHOCTH, peaju3yromas HHPOPMALMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIEHHBIX (DYHKITHIA.

AyTeHTH(QUKAIMSA OTHPABUTENS JAHHBIX — TOATBEPKACHUE TOTO, YTO OTIPABUTEIH
MOJTYYEHHBIX TaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHocTh NepPCOHANBHBIX AAHHBIX — COCTOSHHE 3alllMIIEHHOCTH MEePCOHAIBHBIX
JIAHHBIX, XapaKTEepPU3yeMoe CIIOCOOHOCTBIO  TOJIb30BATENICH, TEXHUYECKUX CPEICTB U
MH(OPMALIMOHHBIX TEXHOJIOTHI 00ecTednTh KOH(PUIEHIINATBHOCTD, IIEJIOCTHOCTD U JIOCTYITHOCTD
MIePCOHANIBHBIX JAaHHBIX MpU UX 00paboTKe B HMHGPOPMAIIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX
JTAaHHBIX.

Buomerpnueckue mnepcoHalbHble [JaHHbIE — CBEJICHHS, KOTOpBIE XapaKTEePU3YIOT
(u3nonoruueckre OCOOCHHOCTH YeJIOBEKa W Ha OCHOBE KOTOPBIX MOXHO YCTaHOBUTH €O
JUYHOCTh U KOTOPBIE UCTIONB3YIOTCS AIMUHHUCTpALUEH ISl YCTAaHOBJICHUS JIMYHOCTH CyOBEKTa
MEePCOHANBHBIX JaHHBIX, MOTYT 00padaThIBaThCs TOJBKO MPU HATUYUU COTJIACHS B MUCHMEHHOM
¢dopme cyOBeKTa MEepCOHANBHBIX JAaHHBIX (BKIOYas (oTorpaduu, OTIEYaTKH MaNbIEB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS Tejla U APYTryIo MOo100HYI0 HH)OPMALIHUIO).

BiiokupoBaHHe TEPCOHAJBHBIX [JAaHHBIX — BPEMEHHOE TMpeKpalieHne oO0paboTKU
NEPCOHANBHBIX JaHHBIX (32 MCKIIOUYEHHWEM ClIydaeB, eciu o0paboTka HeoOxoauma st
YTOYHECHHS ITEPCOHATBHBIX JTAHHBIX ).

Bupyc (KoMNbIOTEpPHBIH, NPOrPaMMHBIN) — HCHOJHSAEMbIH NPOTrpaMMHBIM KOJ WU
MHTEPIIPETUPYEMBIE HAaOOp MHCTPYKLMM, OONaJarouIvii CBONCTBAMHM HECAHKIIMOHHUPOBAHHOIO
pacnpocTpaHeHHs U camoBocnipousBeieHus. Co3aaHHble 1yOIUKaThl KOMIIBIOTEPHOTO BUpYCa HE
BCerJa COBMAJAIOT C OPHTHHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K JajbHEUIIeMy
pacTpOCTPAHEHUIO U CAMOBOCTIPOHM3BEICHHUIO.

BpenonocHasi mporpamma — mporpamma, [peJHa3Hau€HHas JUIS  OCYIIECTBIICHHUS
HECAHKIIMOHUPOBAHHOTO JOCTYMa U (WJIU) BO3ACHCTBUS HAa MEPCOHANBHBIC TaHHBIC WU PECYPCHI
WH(POPMALMOHHOW CHCTEMBI IIEPCOHATBHBIX TaHHBIX.

BcnomoraresibHble TeXHHYeCKHE CpPeACTBA M CHCTEMbI — TEXHHUYECKHE CpPEICTBA U
CHCTEMBI, HE TpeJHa3HAuYCHHBIC IS Tepeaayun, oOpaboTKM M XpaHEHUsS] NMEPCOHAIBHBIX TaHHBIX,
yCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKHUMH CPEICTBAMU UM CUCTEMaMH, MpeJaHa3HauYeHHBIMU
UiE  00pa0OTKM TIEPCOHAIBHBIX JaHHBIX WM B TOMEIICHHSAX, B KOTOPHIX YCTaHOBJICHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

HocTyn B onepanuoHHyI0 cpeay KOMIbHOTepa (MHGOPMALMOHHON CHCTEMbI MEPCOHATBHBIX
JAAHHBIX) — TIOJTy4YeHHE BO3MOKHOCTH 3aITyCKa Ha BBIMIOJHEHUE IITATHBIX KOMaH/, (DyHKIIWH, poLeyp
OTIEPAIIMOHHOW CUCTEMBI (YHUYTOKEHHS, KOTTMPOBAHKS, TICPEMEIICHHS U T.11.), HCIIOIHAEMBIX (hailjioB
TIPUKJIATHBIX TIPOTPAMM.

Joctyn k nagopManun — BO3MOXKHOCTB TIOITy4IeHHS HHPOPMAIIIH U €€ UCTIOTh30BaHUSI.

3aki1a104HOe YCTPOHCTBO — SJIEMEHT CpEACTBAa CheMa HH(OPMALMM, CKPBITHO BHEIPSEMbI
(3aKanpIBaeMblii WM BHOCHMBIM) B MecTa BO3MOXKHOTO CheMa HMHGpOpMalud (B TOM YHCIE B
OrpaxaeHue, KOHCTPYKIMIO, 000pyJ0BaHKE, TIPEAMETHI HHTEPhEPA, TPAHCTIOPTHBIE CPEZICTBA, a TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKH MHPOPMAIIHH).

3anmmaemasi uHpopmanmsi — uHPOpPMAIWMS, SBISIOMIAACS TPEIMETOM COOCTBEHHOCTH U
MOZJIekKAIAs 3allUTe B COOTBETCTBUM C TPEeOOBAaHUSMU TPABOBBIX JOKYMEHTOB WM TPeOOBAHMSIMU,
YCTaHABJIMBAEMBIMHI COOCTBEHHUKOM MH(OPMAITIH.

HNnentudukanuss — TPUCBOCHHUE CYOBEKTaM M OOBEKTAM JOCTyNa HIACHTU(hUKATOpa W (VUIH)
CpaBHEHHE MPEABSBISIEMOr0 HICHTH(UKATOpA C IEPEUHEM PUCBOCHHBIX UACHTU(DUKATOPOB.

NudopMaTUBHBII CHTHAJ — 3JICKTPUYECKUE CUTHAIBI, AKyCTHYECKHE, AJIEKTPOMArHUTHbIE W
Jpyrue (u3uyeckrie Mojs, MO MapamMerpaM KOTOPBIX MOXKET ObITh pacKpbiTa KOH(HIECHIMATIbHAS
nH(opmanus (TiepcoHaTbHBIC JaHHbIe) 0OpadaThiBaeMas B MH(OPMAIIMOHHOW CHCTEME TIEPCOHATIBHBIX
JIaHHBIX.
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Nudopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (MCII/IH) —cOBOKYIHOCTH
cojepkanuxcss B 0a3ax MaHHBIX MEPCOHAIBHBIX JAaHHBIX U OOECIEYMBAIONIMX HX 00pPabOTKY
MH(POPMAIIMOHHBIX TEXHOJIOIMHA U TEXHUYECKUX CPEACTB.

HNudopMmanmoHHble TEXHOJOTHM — TIPOIIECCHI, METOIbI TMOMCKA, cOOpa, XpaHeHWs, 0O0palbOTKH,
NIPEIOCTABIICHKS, PACHIPOCTPAHEHHsT MHPOPMALMK M CLIOCOOBI OCYIECTBICHUS! TAKMX MPOIECCOB U
METOJIOB.

Hcnoab30BaHue MePCOHAJBHBIX JAHHBIX — JIEHCTBHS (ONEpaluu) C IMEePCOHATBHBIMU
JAHHBIMHU, COBEpILAEMbIE ONEPAaTOPOM B IIEJIAX NPUHATUS PELICHUH WIM COBEPIICHHUS HHBIX
JeMCTBUH, TOPOXKIAIOIINX FOPUANYECKHE MOCIEICTBUS B OTHOIIEHHH CYOBEKTa MEPCOHATBHBIX
JMAHHBIX WU APYTHX JUIl MO0 WHBIM 00pa30M 3aTparuBarolIuX MpaBa M CBOOOIBI CYOBEKTa
MEPCOHATBHBIX JAHHBIX WU IPYTUX JIHII.

Hcrounuk yrpo3nl 6e30macHOCTH HH(OPMAIMN — CYOBEKT JOCTYIA, MATEPHATBHBIA OOBEKT WITH
(u3HUecKoe SBICHHE, SIBISIOINECS IIPUUUHON BOSHUKHOBEHHS YTPO3bl 0€301MacHOCTH MH(OpMAITUH.

KonTposmpyemasi 30Ha — TMpOCTpaHCTBO (TeppuUTOpHS, 37aHWE, YacTh 3/aHMs, IOMEIICHHE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJIMpYEMOe MpeObIBaHHE MOCTOPOHHMX JIMI], a TAaKXKe TPAHCIOPTHBIX,
TEXHUUYECKHX U MHBIX MaTePHAITLHBIX CPEJICTB.

KonduaeHMaaIbHOCTh MEPCOHATIBHBIX JAHHBIX — 00s3aTeIbHOE Il COOMIONCHHS OIepaTopoM
WM WHBIM TIOMYYMBIIAM JOCTYIl K MEPCOHATBHBIM JaHHBIM JIMIIOM TpeOOBaHME HE JOMYCKATh HMX
pacripocTpaHeHre 0e3 cornacus CyOBbEeKTa MEepPCOHATBHBIX JAHHBIX WM HAJIWYMS HWHOTO 3aKOHHOTO
OCHOBAHWSI.

Me:xceTeBoii 3KpaH — JIOKAJBHOE (OJHOKOMITIOHEHTHOE) MM (PYHKIMOHAIBHO-PACHpEieNIieHHOE
nporpaMMHoe  (IPOTrpaMMHO-AMMApaTHOE) CPeACTBO  (KOMIUIEKC), pealu3yloliee KOHTPONIb  3a
uHpopMaIMer, TocTynaroneii B MHPOPMALMOHHYIO CHCTEMY MEPCOHAIBHBIX JaHHBIX U (WJIH)
BBIXOJISIIEN U3 MH(POPMAIIMOHHON CUCTEMBI.

Hapymmreas 0e30macHOCTH NEPCOHAIBHBIX JAHHBIX — (U3MYECKOE JIMIO, CIIy4aifHO WM
NpeTHAMEPEHHO COBEPIIAIOIIEE JICHUCTBUS, CIIEACTBUEM KOTOPBIX SIBISCTCS HapyIleHHe Oe30MacHOCTH
TIEPCOHAITBHBIX JIAHHBIX TP MX 00pabOTKe TEXHMYECKUMH CPEICTBAMH B MH(OPMAIMOHHBIX CHCTEMax
MEPCOHATBHBIX TAHHBIX.

HeaBTromaTuzupoBanHasi o0padoTka NepCOHANbHBIX  JaHHBIX —  00paboTka
MEPCOHANBHBIX JTaHHBIX, COJEPXKALIUXCS B MHPOPMAIMOHHON CHUCTEME MEPCOHANBHBIX JAaHHBIX
a00 W3BJICUCHHBIX W3 TAaKOW CHUCTEMBI, CUUTAETCS OCYIIECTBICHHONH 0€3 HCIIOIb30BaHMS
CPEICTB aBTOMAaTH3alMK (HEABTOMATU3MPOBAHHOMN), €CIM TaKue ACHCTBHS C IMEPCOHATbHBIMU
JAHHBIMH, KaK WCIOJb30BaHWE, YTOUHEHHE, PAacCIpOCTPaHECHUE, YHUYTOKEHHE TEePCOHAIBHBIX
JAHHBIX B OTHOILIEHHMU KaXXIOTO M3 CYOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS MpPU
HEIMOCPEJICTBEHHOM yJacTHH YeJIOBEKa.

HenexnapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHAJIbHBIE ~ BO3MOXHOCTH  CPEJICTB
BBIYMCITUTENBHON TEXHUKH, HE OMMCAHHbIE WM HE COOTBETCTBYIOIME OMMCAHHBIM B TIOKyMEHTALMH, TIPH
UCTIONIb30BaHUM ~ KOTOPBIX ~BO3MOXKHO —HapylleHWEe KOH(UACHIMAIBHOCTH, JIOCTYIHOCTH WU
LIEJIOCTHOCTH 0OpabaThiBaeMoil HH(OpMALIHK.

HecaHKIMOHMPOBAHHBI 10CTYN (HECAHKIMOHMPOBAHHbIE /IeHCTBHSI) — TOCTYI K MH(pOpMALIIH
WM AeiicTBus ¢ MHpOpMaIMe, HapylIarole MMpaBuia pasrpaHUdeHys JOCTyNa C HUCMOIb30BaHUEM
LITATHBIX CPEJICTB, MPEJOCTABISIEMBIX HH(POPMAIIMOHHBIMU CHCTEMaMH MEPCOHAIBHBIX JAHHBIX.

Hocutens unpopmanum — Qusnueckoe M0 WIM MaTePHAIGHBIA OOBEKT, B TOM YHCIIE
¢u3MUeckoe 1osie, B KOTOpOM HMH(OpMAIMs HAXOIUT CBOE OTPAKEHHE B BHAE CHMBOJIOB, 00pa3oB,
CUI'HAJIOB, TEXHMYECKHUX DEIICHWH M MPOIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK (PU3MUECKUX
BEJIMYUH.

O0e31MuNBaHue NMEPCOHATBHBIX JAHHBIX — JICHCTBUS, B pe3yibTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXHO 0€3 MCTOJIb30BaHUS JOMOJHUTEIBHON MHPOPMALIUU ONPEAETUTh PHUHAICHKHOCTD
MEPCOHATIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY IIEPCOHATIbHBIX JIAHHBIX.

O0padoTka NepPCOHANLHBIX AAHHBIX — JI000€ JeiicTBUEe (omepanusi) WIM COBOKYIHOCTb
nedcTBuid  (omeparyii), COBEpIIAEMBIX C HCIOJIBb30BaHHEM CPEACTB aBTOMAaTH3alluM Wik 0e3
WCTIONIB30BAaHMS TAKHX CPEJICTB C TIEPCOHATIBHBIMU JITAHHBIMH, BKITFOUAsi cOOp, 3aIiCh, CUCTEMATH3AIIHIO,
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HAKOIUIEHHE, XpaHEeH!e, YTOUHeHHe (OOHOBIIEHHE, U3MEHEHHUE), M3BIICYEHHE, UCTIONIb30BaHKE, TIepeiady
(pactipocTpaHeHHe, TPEIOCTABICHHE, JIOCTYI), OOE3IMYMBaHKE, OJOKMPOBAaHHE, YyIAICHHUE,
YHUUTOKEHHE [IEPCOHANIBHBIX TaHHBIX.

OO0menocTynHble  NMepCOHAIbHbIe  JaHHbIEe —  [I€PCOHAJbHBIE  JaHHBIE, JIOCTYII
HEOrPaHUYEHHOI'0 Kpyra JIMI] K KOTOPBIM IPEJOCTaBICH C COIJIaCUsl CyObEKTa IepcOHaTbHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (eepalbHbIMU 3aKOHAMHU HE pPacHpOCTpPaHSAETCS
TpeboBaHuE COOIIOACHUS KOH(PUICHIINATBHOCTH.

Omneparop (mepcoHAJLHBIX JAAHHBIX) — TOCYIAPCTBEHHbBI OpraH, MYHHUIMIIAIBHBIA Opras,
FOPUIIMYECKOE W (PU3MUYECKOE JIMIIO, CAMOCTOSITENIFHO MIIM COBMECTHO C JIPYTMMH OpTraHU3YoLIee U
(MM) OCyIIECTRIISIOIIEe 0OPaOOTKY MEPCOHATTBHBIX JTAHHBIX, a TAK)KE ONMPEIEIISTIONTHE TIeTH 00Pa0OTKH
MIEPCOHANTBHBIX  JTAHHBIX, COCTAaB TIEPCOHATBHBIX JIAHHBIX, TMOICKANMX 00paboTKe, JeiCTBUsS
(omepartin), coBepiiaeMbie ¢ MEPCOHATBHBIMH JAHHBIMH.

Texnnueckue cpeacrBa HHGOPMAILMOHHON CHCTEMBbI INEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIYMCITUTETFHON TEXHUKH, HH()OPMALIIOHHO-BBIYHCIIUTENILHBIE KOMILIEKCHI U CETH, CPEZICTBA M CUCTEMBI
nepefaud, npuema u o0pabotku IIJIH (cpemctBa ¥ CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHWS,
3BYKOBOCTIPOM3BE/ICHHS, TIEPETOBOPHBIE M TEJICBU3MOHHBIE YCTPOMCTBA, CPENCTBA HM3TOTOBIICHUS,
THPXUPOBAHKS JIOKYMEHTOB W JIPYTHE TEXHHYECKUE CPEACTBA OOpadOTKH PEUeBOid, rpadidecKou,
BUIICO- M OYKBEHHO-IM(POBOH HWH(MOpPMAIIMK), TPOrpaMMHBIE CPEICTBA (OIEPAIIMOHHBIC CHCTEMBI,
CHCTEMBI YIpaBJeHUS 0azaMd JAHHBIX W T.IL), CPEACTBA 3alUTHI MH(OPMAIMH, MPUMEHSEMbIC B
MH(OPMAIMOHHBIX CHCTEMAX.

IlepexBaT (MH(pOpPMaIUK) — HETIPAaBOMEPHOE MOJTy4YeHHE MHPOPMALUU C UCTIOIH30BAHUEM
TEXHUYECKOTO  CpPEICTBA, OCYHIECTBISIONIETO OOHapyKeHHe, TMpueM ©  00paboTKy
UH(QOPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHbIe — Jt00as HH(POpMALKS, OTHOCAMIASACS K MPSIMO WM KOCBEHHO
OTIpE/IETICHHOMY WJIM ONpeeieMOMY (PU3NYECKOMY JHUILY (CYOBEKTY IEpCOHAIBHBIX JAHHBIX).

Io0ouHbIe 3JIEKTPOMATHUTHBIE M3JIYYeHHS] U HABOJAKHU — SJICKTPOMATrHUTHBIE H3ITy4EHUS
TEXHUYECKUX CPEACTB OOPaOOTKH 3aIluInaecMoi HH(OpMAIMH, BO3HUKAIOIIHNE KaK IMOOOYHOE
SIBJICHUE U BBI3BAaHHBIC AJIEKTPUUYECKUMHU CHTHATIAMH, JCHCTBYIOUIUMH B HX DJIEKTPUUYECKUX U
MarHUTHBIX LIETSIX, @ TAK)KE 3JEKTPOMAarHUTHBIE HABOJKH 3TUX CUTHAJIOB Ha TOKONPOBOJSIINE
JVHUH, KOHCTPYKIIUU U IeTH MUTAHUSI.

IMosnTHKa  «YHUCTOr0  CTONA» —  KOMIUIEKC  OpPraHU3allMOHHBIX  MEpONpPHUSTHH,
KOHTPOJIUPYIOIINX OTCYTCTBHE 3alUChIBAaHUS Ha OyMa)kKHble HOCHUTEIHM KIIO4Yell W aTpuOyToB
nocTyna (maposei) u XpaHeH!s X BOJM3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTens HMHGPOPMALMOHHON  CHCTEMbI NEPCOHAJBHBIX JAaHHBIX —  JHIO,
yuyacTBymollee B (PyHKIIMOHUPOBAHUN MH(DOPMALIMOHHON CHCTEMBbl MEPCOHANBHBIX AAHHBIX WM
UCHOJB3YIOLIEee Pe3yIbTaThl €€ (PYHKIMOHUPOBAHHUS.

IIpaBuna pasrpaHuyeHusi A0CTYINAa — COBOKYIHOCTh MPaBWJ, PErJIaMEHTHPYIOIINX IpaBa
JocTyna cyObeKTOB JOCTyMNa K 00bEeKTaM JI0CTYIIa.

IIporpamMHas 3akJjaaka — KOJ IPOTrpaMMbl, MPEIHAMEPEHHO BHECEHHBIM B MPOTpaMMy C
LENbI0 OCYILECTBUTh YTEUKY, H3MEHHTb, OJOKHPOBaTb, YHUYTOXUTb HH(YOPMALHUIO HWIH
YHUYTOXUTh U MOAU(UUIUPOBATH MPOrpaMMHOE oOecredeHne HHPOPMAIMOHHON CHUCTEMBbI
NEPCOHATIBHBIX JAHHBIX U (WJIK) OJIOKMPOBATh annapaTHbIE CPEICTBA.

IIporpammHoe (MpOrpaMMHO-MaTeMaTH4YeCKOe) BO3JeiicTBHE — HECAaHKIMOHUPOBAHHOE
BO3/ICHCTBUE HA PECypChl aBTOMATU3UPOBAHHON HH(POPMAIIMOHHON CHUCTEMBI, OCYILIECTBIIIEMOE C
WCIIOJIb30BAaHUEM BPEJIOHOCHBIX IPOTpamMM.

PackpbiTHe NepCOHATBHBIX JAHHBIX — YMBIIJICHHOE WM CIIy4ailHOE€ HapyIIeHue
KOH(UIEHIIMAIbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue NepCOHAJBHBIX JaHHBIX — JCHCTBUS, HaIpPaBICHHBIE HAa PAaCKpPbITHE
MEPCOHAIBHBIX JAHHBIX HEOIPEIECICHHOMY KPYTY JIUI]

Pecypc undgopManiuOHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPHUKJIAJIHOTO
WX anmnapaTHoro odecrnedeHus: GyHKIIMOHUPOBAHUS UH(OPMAIIMOHHON CUCTEMBL.
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CnenuajbHble KATeropuM TMEPCOHAJBHBIX JAHHBIX — TEPCOHAIBHBIC JIaHHEIE,
KacarIiiuecs paCOBOﬁ, HaHHOHaHBHOﬁ MPUHATIIC)KHOCTH, IIOJIUTUYCCKUX B3rjiIs1a0B,
pENMUTruO3HBIX WKW (GUIOCOPCKUX YOCKICHUH, COCTOSHUS 3M0POBbS M HMHTUMHOM IKU3HU
CcyOBbeKTa NepCOHABHBIX JAHHBIX.

CpencrBa BbIMHCIMTETHHOM TEXHUKH — COBOKYITHOCTh IIPOrPAMMHBIX M TEXHUUECKHX AJIEMEHTOB
crcTeM 00paOOTKH JTAaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITEIPHO WIJIM B COCTaBe JAPYTHX
CUCTEM.

CyobekT nocryna (Cy0ObeKT)— JIMIO WIA IPOLECC, NEHCTBUSI KOTOPOIO PEryIaMEHTUPYIOTCA
MIpaBUJIAMH Pa3TPaHUYCHHUS JOCTYIIA.

Texnuyeckuil KaHAJ yTedKkd UH(OPMALMH — COBOKYITHOCTh HOCUTENSI MH(GOpPMAIUH (CPEeCTBA
00paboTKy), (GPU3MUECKOM Cpelbl pacpoCTpaHEeHHsT WH()OPMATUBHOTO CHTHANIA M CPEACTB, KOTOPHIMU
JOOBIBAETCS 3aIuInacMasi HHpOpMaIius.

TpaHcrpanunyHasi nepeaada nepcoHAJbHBIX JAHHBIX — MIepe/iada MePCOHATBHBIX JaHHBIX
onepatopoMm uepe3 [ocynmapcTBeHHyro rpanuily Poccuiickoi @enepanuu OpraHy BJIacTH
WHOCTPAHHOTO TOCYAapCTBa, (PU3MUECKOMY WJIM IOPUAMYECKOMY JIMIy HHOCTPAHHOTO
rocyzapcTana.

Yrpo3bl 0€30MacHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYIHOCTh YCIOBHI U (aKTOPOB,
CO3/IAIOIIHX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CITy4aifHOTO, IOCTYMa K MEePCOHATLHBIM
JIaHHBIM, PE3YJBTaTOM KOTOPOTO MOKET CTaTh YHHUTOXKEHHE, I3MEHEHHE, OJIOKUPOBaHKE, KOIIMPOBAHHE,
pacrnpocTpaHeHHe MePCOHATBHBIX JaHHBIX, @ TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX NEHUCTBUN MPH UX
00paboTke B MHPYOPMAITMOHHOM CUCTEME ITEPCOHATIBHBIX JTAHHBIX.

YHUYTOXKEHHE TEePCOHAJIbHBIX [AHHBIX — JICHCTBUS, B peE3ylbTaTe KOTOPHIX HEBOMOKHO
BOCCTAHOBUThH COJIEPYKAaHUE TEPCOHATBHBIX JAHHBIX B WH(POPMAIMOHHOW CHCTEME MEPCOHATBHBIX
JAHHBIX WA B Pe3y/bTaTe KOTOPbIX YHUUTOXKAIOTCSI MaTepHallbHble HOCUTENN MepCOHAIbHBIX
JaHHBIX.

Yreuka (3amuiaemoil) HMH(OPMALHMHM 10 TEXHHYECKMM KAHAJIAM — HEKOHTPOJIUPYEMOE
pacripoctpaseHre HHOOPMALMK OT HOCUTENTSI 3alUIIaeMoi HH(QOpMAIUK Yepe3 (PH3UUECKYIO Cpery 10
TEXHUUYECKOTO CPEICTBA, OCYILECTRISIONIETO MepexBaT HHPOPMAIUH.

YA3BUMOCTB — CITa00CTh B CPEICTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCIIONB30BATH IS HAPYIICHUS
CHCTEMBI WJIH COZIEprKaIlielics B Heil MH(OopMaInL.

LenoctHocTh MHGOPMALUN —  CIIOCOOHOCTh  CPEICTBA  BBIUHMCIMTEIBHON TEXHUKH WA
ABTOMATH3UPOBAHHOM CHCTEMbI 00ECTeuMBaTh HEM3MEHHOCTh MH(OpPMAIMK B YCIOBHSX CITy4aifHOTO
W/WIY TIpeTHAMEPEHHOTO NCKaYKEHUSI (pa3pyILeHMUS ).
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COB
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YBII/ln

OBO3HAYEHMUSA U COKPAILEHUSA
— aHTUBHUPYCHBIE CPEJICTBA
— aBTOMAaTU3MPOBAHHOE paboyee MeCTO
— BCTIOMOTaTeJIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
— MH(OPMALMOHHAs CUCTEMA [IEPCOHANIBHBIX JJAHHBIX
— KOHTpOJIMpyeMas 30Ha
— JIOKAJTbHAsI BBIYKCITUTEIIBHAS CETh
— MEXCETEBOM DKpaH
— HECaAHKIIMOHUPOBAHHBIN JOCTYI
— OIepallMOHHAs! CHCTEMA
— [IEPCOHAJIbHBIE JTAHHbIE
— [IPOrPaMMHO-MaTEMaTUYECKOE BO3/IEHCTBUE
— MporpaMMHoe o0ecrieueHue
— MI0OOYHBIE AEKTPOMArHUTHBIE M3ITy4eHHS X HABOAKU
— CHCTEMa aHaJIM3a 3alUILEHHOCTH
— Cpe/CTBa 3aIIUTHI HHPOPMaLUU
— cucreMa (IoJicucTeMa) 3alUThI IEPCOHATBHBIX JaHHBIX
— cucreMa OOHapyKEeHUsS! BTOPKEHHH
— TEXHUYECKHUE KaHaJIbl yTEUYKH HHPOpMaLIIU

— yrpo3bl 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX
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BBEJEHHUE

Hactosamas Ilonutuka nndopmanmronnoit 6ezonacuoctu (ganee Ilomuruka) MBOY «Anu-
koBckass COLI um. U. 5. SIkoBneBay» siBisieTcsl OQUIHMATBHBIM IOKyMEHTOM.

[Tonmutrka pa3paboTaHa B COOTBETCTBUU ¢ TpeboBaHusIMU DenepaibHOTO 3aKOHA OT 27 UIOJIA
2006 r. Ne 152-03 «O nepcoHalbHBIX JaHHBIX» M nocTaHoBjIeHus [IpaButenscTBa Poccuiickoit
@enepanmun ot 1HOsIOpst 2012 1. Ne 1119 «OO0 yrBepkaeHHH TpeOOBaHWN K 3aluTe
NEPCOHATBHBIX JAHHBIX IMPH UX 00paboTke B HMH(POPMALMOHHBIX CUCTEMax MEPCOHAIBHBIX
JAHHBIX», HA OCHOBAHUH:

- «Pexomenmanumii mo obecnevyeHnto 0€30MacHOCTH MEPCOHATBHBIX JJAHHBIX TIPU UX 00pa-
00Tke B MH(OPMAIIMOHHBIX CHCTEMax MEPCOHAJBHBIX JAaHHBIX», YTBEP>KIACHHBIX 3ame-
ctureneM aupekropa PCTIK Poccum ot 15.02.2008 r.,

- «TumnoBbeIX TpeOOBaHMIA TIO OPTAHU3AINHA M 00eCTICUeHHUIO (PYHKIIMOHHUPOBAHUS I PO-
BAJIbHBIX (KPUNTOrpapuuecKrx) CPeACTB, MPEAHA3HAYCHHBIX JUI 3aIIUTHl MH)OPMAIIH,
HE coJiepkKalleld CBEACHUN, COCTaBIJISIIONIUX TOCYJapCTBEHHYIO TailHYy B Clydae U3 HC-
MOJIL30BaHUs /ISl oOecTieueHus: 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX MPU UX 00paboT-
Ke B MH(OPMAIMOHHBIX CHCTEMax IMEPCOHAJBHBIX JAHHBIX», YTBEPKACHHBIX PYKOBOJI-
ctBoM 8 Llentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Tlonmutuke ompenenenbl TpedoBanus k mepconany WCIIJIH, cTemneHb OTBETCTBEHHOCTH
IepcoHaia, CTPYKTypa W HEOOXOAUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC M JOJKHOCTHBIE
00S13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOOecredeHue Oe30MaCHOCTH IMEePCOHATbHBIX
nanabix B UCITInH MBOY «AmukoBckas COI um. U. S. SIxkoBneBay.
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1 O01mue MoJI0KeHu s

Lenwro HacTosmiei [ToUTHKH SBIsIETCS 0OecIiedeHUE 0€30IaCHOCTH 0OBEKTOB 3aIUTHI

MBOVY «Anuxosckass COUI mm. W. . SkoBneBa» OT BCEX BHUAOB YIpO3, BHEIIHUX U
BHYTPEHHHUX, YMBIIUIEHHBIX W HENpeJHAMEPEHHbIX, MUHUMH3aLUs yuepOa OT BO3MOXKHOMN
peanu3zanuu yrpo3 6e3onacoctu I[1/{n (YBIIAH).

besonacHocTh MePCOHAJIbHBIX JAHHBIX JOCTUTAETCS nyTeM UCKITIOUCHUS
HECAaHKLIIMOHUPOBAaHHOTO, B TOM YHCJIE CIIy4allHOTO, IOCTyla K IEPCOHAJBHBIM JaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOKET CTaTh YHUUYTOKEHUE, U3MEHEHHE, OJIOKHPOBaHUE, KOMMPOBaHUE,
pacnpoCTpaHEHUE NEPCOHAIBHBIX IaHHBIX, a TAK)KE NHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

WNudopmanus 1 cBsi3aHHBIE ¢ HEW pecypchl JODKHBI ObITh JOCTYIHBI /111 aBTOPU30BAaHHBIX
nojip3oBaresei. JlomKHO OCyIIeCTBIATHCS CBOEBPEMEHHOE OOHApYXEHHE U pearupoBaHUE Ha
VYBIIdH.

JIOMKHO OCYILECTBIATHCS NPEJOTBPALICHUE MTPEIHAMEPEHHBIX WU CIIy4ailHbIX, YACTUUHBIX
WJIM TIOJIHBIX HECAaHKLMOHUPOBAHHBIX MOAU(PUKALUN WX YHUUTOKEHUS IEPCOHAIBHBIX JaHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpecTaBiieH B [lepeune mepcoHaNbHBIX JAaHHBIX, YKa3aHHOMY B
[Tonoxxennn 06 06pabOTKE MEPCOHANBHBIX TaAHHBIX.

CoctraB MCII/lH, momyiexamux 3amuTe, NMPeACTaBlIeH B AKTe OOCIIEZOBAaHUS TEKYIIETO
COCTOSIHUSI TEXHUUECKOW 3alUThl NEPCOHATIBHBIX JaHHBIX.

[Monutuka napopmanronHo# 6e3onacHoctu. Crpanuna 9 u3 29



2 Ob6aacrtb nerlcTBUA

TpeboBanust Hactosimied IlonmuTuku pacnpocTpaHsOTCs Ha Bcex coTpyaHukoB MBOY
«AnukoBckasg COLI um. U. 5. SIkoBneBa» (IITaTHBIX, BDEMEHHBIX, pA0OTAOLINX 110 KOHTPAKTY
U T.11.), @ TAKXKE€ BCEX MPOYUX JHIL (IOJIPSAUYNKH, ayTUTOPHI U T.I1.).
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3 Cucrema 3aIIHUThI NMEePCOHAJIBHBIX JAHHBIX

Cucrtema 3anuThl nepcoHasIbHBIX NaHHbIX (C3I1/IH), cTpouTCs Ha OCHOBAHUU:

- AKTa 00cienoBaHUs TEKYIETO COCTOSHUS TEXHUYECKOH 3aIUThl EPCOHANBHBIX TaH-
HBIX;

- [lepeuynst nepcOHANIBHBIX TAHHBIX, MOJICKALIUX 3ALUTE;

- AKTOB KJIacCU(pUKAIUU THPOPMAITMOHHBIX CUCTEM ITEPCOHAIBHBIX JIAHHBIX;

- YacTHBIX MOJeNIeH aKTyalIbHBIX yrpo3 U BeposTHoro Hapymutens MCII/IH;

- [lonoskeHus o pa3rpaHUYEHUU PaB JOCTYIA K IEPCOHATBHBIM JaHHBIM,

- PykoBoasmux nokymentoB @CTIK u ®Cb Poccun.

Hnst obecrieuenuss 3amuthl  MCII[IH  HeoOxomumo coOmtoneHHEe  OpraHU3alluOHHO-
TEXHUYECKUX Mep. AJIMHHHUCTpaIei obecreuynBaeTcsi 6€30MacHOCTh MEPCOHATBHBIX JIaHHBIX B
COOTBETCTBUM C HEOOXOJMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TexHUYEeCKOM
3aJaauy Ha co3ganue cucteMsl 3amuTel 1 UCIIIa. B MBOY «Anukosckas COIL um. U. 5.
SkoBneBay ompeneneHbl akTyalbHbIE YTPo3bl Oe3onacHocTH [1/IH, koTopsie onucanbl B YacTHOM
MOJIENIN aKTyaldbHBIX YIpo3 U BeposiTHoro Hapymurens UCII/IH.

[lon akTyanpHbIMM yrpo3amMu O€30MaCHOCTH TMEPCOHAJIBHBIX JAHHBIX IOHUMAETCS
COBOKYITHOCTb YCIIOBHI U bakTopoB, CO3/IA0IINX aKTyaJIbHYIO OMAaCHOCTb
HECAHKIIMOHUPOBAHHOI'O, B TOM YHUCJIE CIYy4alHOI0, JOCTYIA K IEPCOHAIBHBIM JTaHHBIM IIPU UX
00paboTke B MH()OPMAIIMOHHOW CHCTEME, Pe3yJIbTaTOM KOTOPOTO0 MOTYT CTaTh YHHUTOXXEHHE,
W3MEHEHHe, OJIOKHpOBaHUE, KOMMPOBAaHUE, MIPEIOCTABICHUE, PACIPOCTPAHEHHE MEePCOHAIbHBIX
JIAHHBIX, & TAK)KE MHBIE HEMTPAaBOMEPHBIC JEHCTBUSA.

VYrpo3sl 1-r0 THNA aKTyalbHBI Il HHPOPMAIIMOHHON CHCTEMBI, €CIH JUIsl He€ B TOM YHUCIIE
aKTyaJbHbl YTpO3bl, CBSA3aHHBIE C HAJIMYMEM HEIOKYMEHTHUPOBAHHBIX (HEIECKIAPUPOBAHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM IPOrPaMMHOM 00€CIeYeHHH, UCIIOIB3YEeMOM B MH(POPMAITMOHHOMN
CUCTEME.

VYrpo3sl 2-T0 TUINA aKTyaJlbHBI 151 HHPOPMAIIMOHHON CHCTEMBI, €CJIH JUIsl Hee B TOM YHUCIIe
aKTyaJbHbl YTpO3bl, CBSA3aHHBIE C HAJIMYMEM HEJIOKYMEHTHUPOBAHHBIX (HEIECKIAPUPOBAHHBIX)
BO3MOXKHOCTEM B NPUKIATHOM  MPOTPaMMHOM  OOECIIEYEeHHH,  HCIOJNB3yeMOM B
MH(POPMALIMOHHON CHUCTEME.

Yrpo3sl 3-ro TUMNA aKTyalbHbI ISl UHQOPMAILIMOHHOW CUCTEMBI, €CIHU ISl Hee aKTyalbHbI
yrpo3bl, HE CBSI3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAaHHBIX (HEICKIApUPOBAHHBIX)
BO3MOXKHOCTEH B CHUCTEMHOM M MPHUKJIAJHOM MPOTPAMMHOM OOECIEeYeHHH, HCIOIb3YyEeMOM B
MH(OPMaLIMOHHON CUCTEME.

Ha ocHOBaHuM 3THUX JOKYMEHTOB ONpeeiseTcss HEOOXOIMMBIM YpOBEHb 3alUIIEHHOCTH
IO xaxmonn UCIHa MBOY «Amukosckas COLI um. U. . AxosneBa». Ha ocHoBanum
aHanM3a akTyalbHBIX yrpo3 Oe3zomacHocT I1/{H, onucanHoro B YacTHON MOAENH aKTyalbHBIX
yrpo3 u BepositHoro Hapymutesns UCIIIn u Otueta o pe3ynapTarax MpoBEAEHUsS BHYTPEHHEH
MIPOBEpKE, JENaeTCsl 3aKJII0UeHHE O HEOOXOIMMOCTH HCIOJIb30BaHUS TEXHUYECKHX CPEJICTB U
OpPTaHM3AIlMOHHBIX MEpONpUATHH s obecneueHust Oe3zomacHoctu [1/[H. BwiOpanHBIC
HE0OXOIMMbIE MEpOMPUATUS OTpakaroTcsi B [lmaHe MepompusiTHii MO 3alluTe MePCOHAIBHBIX
JTAHHBIX.

Jnsa kaxnoit UCII/IH nomkeH ObITh COCTABIEH CIIMCOK UCTIONB3YEMBIX TEXHUUYECKUX CPE/ICTB
3alllUThl, @ TaK K€ MPOrpaMMHOro oOecrieueHus, ydacTBymomero B oopadorke I1/lH, Ha Bcex
anemenTax UCII/IH:

- APM nonb3oBaTenei;

- CepBepa NpuIIoKEHU;

- CYBJ;

- I'panuna JIBC;

- KananoB nepegaun B ceTH OOIIETO MOJIB30BAHUS U (WJIH) MEXKIYHAPOJTHOTO OOMEHa,
ecnu 1o HuM nepenatorcs I1/1H.
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B 3aBucumoctu ot ypoBHs 3ammmeHHocTd UCITIH u aktyansHbix yrpos, C3I1[In moxer
BKJTIOYATH CJICAYIONINE TEXHUIECKHE CPE/ICTBA!
- aHTUBUPYCHBIE CPEACTBA AJIs pabOUMX CTAaHIMI MOJIb30BaTENICH U CEPBEPOB;
- CpPelICTBAa MEKCETEBOI'0 IKPAHUPOBAHMUS;
- cpeacTBa KpunTtorpaduueckoi 3anmTsl HHGOpMAIK, IPHU MIepenade 3aluinaeMon nH-
- (hopmaruu 1Mo KaHajJaM CBSI3H.

Taxk e B CIIUCOK JOJKHBI OBITh BKJIFOUEHBI (DYHKITUH 3aIUTHI, 00eCTieunBaeMble IITATHBIMU
cpeactBamu  obpabotku IIJIn omepammonnsiMu cuctemamu (OC), mnpuximamgaeiM 10 u
CHeNHATbHBIMU KOMITJIEKCAMH, PEANM3YIOIIUMHU cpeicTBa 3aiuThl. CiucoK (QyHKIMIA 3alMUThI
MOJKET BKJIIOYATh:

yIIpaBlIeHUE U Pa3TpaHUYCHUE JOCTYIIA OJIb30BATENCH;
PETUCTpAITUIO U yUYET ACUCTBUH ¢ MHPOpMAITUEH;

- o0ecrieuynBaTh HEIOCTHOCTD JaHHBIX;

- POU3BOUTH OOHAPYKEHHUI BTOPKEHUH.

CHucoK HCIONB3yeMBIX TEXHHUUECKHUX CpEJICTB oTpaxkaerca B I[lmaHe MeponpusiTHii 1o
3alUTEe MEPCOHANBHBIX MaHHBIX. CIHCOK HCIOJIb3YEMBIX CPEICTB JOJDKEH MOJIEPKUBATHCSA B
aKTyaJbHOM COCTOSIHMM. IIpm HM3MEHEHHWH COCTaBa TEXHHYECKHX CPEJICTB 3aIlUThl MU
anementoB HWCII/H, cooTBeTCTBYIONIME H3MEHEHUS IOJKHBI OBbITh BHeceHbl B CHHCOK U
yrBepxacHbl aupektopoM MBOY «AnukoBckas COLI um. W. . SkoBneBa» wiM JUIOM,
OTBETCTBEHHBIM 3a obecneuenue 3auuThl [1/1H.
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4 TpedoBanus k noacucremam C3I1/1n

C3I1dn BKIIIOYAET B c€0sl CICTYIOIINE MTOICUCTEMBI:

- YIPaBJIEHUS TOCTYIIOM, PETUCTPALIMU U YUETA;

- o0ecrieyeHus! 1IeTIOCTHOCTH U IOCTYITHOCTH;

- QaHTUBUPYCHOM 3aIUTHI;

- MEXCETEBOI'0 SKPAaHUPOBAHUS;

- aHaJIM3a 3alIMILEHHOCTH;

- 0OHapy>KeHUs BTOP)KEHUI;

- KpUNTOTpapUUECKOM 3alUTHI.
[oncucrempr C3II[IH umeroT pa3nuyHblil (yHKIHMOHAN B 3aBucuMocTu oT kimacca WCII/H,
OTpeNIe]IEHHOr0 B AKTe KiaccH(UKauuu HH(POPMAIMOHHBIX CHCTEM MEPCOHATbHBIX JTaHHBIX.
Crucok cootBerctBust pyHkiuit nmoacucrem C3II{H kimaccy 3alMIIEHHOCTH TIPENICTABICH B
[Tpunos>xennn Ne 1.

4.1 MoacucremMpl ynpapjaeHus J0CTYIIOM, PETHCTPALMM H y4eTa

[loncucrema ynpaBieHUs: 1OCTYIIOM, PETUCTPALlMU U ydeTa MpeIHa3HAYeHa JUIs peaau3aun

CIEeYIOINX (PYHKIIHA:
- HAeHTU(DHUKAIIMY 1 TTPOBEPKA MOIJTMHHOCTH CyOBEeKTOB qocTyma mpu Bxone B UCIIH;
- UICHTU(PUKALIMN TEPMHUHAJIOB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIITHUX YCTPOUCTB IO JIO-
TMYECKUM UMEHaM;
- UIeHTU(UKALIUY TIPOTPaMM, TOMOB, KaTajaoroB, (aiiioB, 3amuCceid, MOIe 3amucei 1o
MMEHAM;
- peructpanuu BXxoza (BbIX0Ofa) CyOEKTOB JIOCTyINa B CHCTEMY (M3 CHCTEMBI), JTHOO pe-
TUCTpALMs 3arpy3Ky U MTHUIMAIU3alMK OIIEpallMOHHON CUCTEMBI U €€ OCTaHOBA.
- pEerucTpaluu MOMbITOK JIOCTyNa MPOTrpaMMHBIX CPEJICTB (MPOrpaMM, MPOLECCOB, 3a/1ay,
3a/IaHMi) K 3alTUIIacMbIM (aiiinam;
- PErUCTPALIMH MOMBITOK J0CTyIa IPOrPAMMHBIX CPEACTB K TEPMUHAIAM, KaHajaM CBS3H,
- IporpaMMam, ToMam, Karajoram, (aiinam, 3aucsm, MOJIAM 3aluCcei.

[Moncucrema yrmpaBieHHS IOCTYIIOM MOXKET OBITh peaqu30BaHa C IOMOIIBIO IITATHBIX
cpeact obpadotku [1/{n (onepanmonnbix cuctem, npuinoxenuid 1 CYB/I). Tak xe MoxeT ObITh
BHEJPEHO CHEIUAJIBHOE TEXHUYECKOE CPEACTBO WM HUX KOMIUIEKC, OCYIIECTBIISIOLINE
JIOTIOTHUTEJIbHBIE MEphl M0 ayTEHTH(PHUKAUUU U KOHTpouto. Hampumep, nmpuMeHEHHE €IUHBIX
XpaHWIUII  YYEeTHBIX  3alucedl  IOJIb30BaTeNel W PEruCTpalMOHHOW  HMH(pOpMAIHH,
WCIIOJIb30BaHNE OMOMETPUYECKUX U TEXHUYECKUX (C MOMOIIBIO0 3JIEKTPOHHBIX MPOIYCKOB) MEp
ayTeHTU(UKALUU U IPYTUX.

4.2 TMoacucrema odecnedeHnsi MeJOCTHOCTH H A0CTYIIHOCTH

[loncucrema obecrieueHs LEIOCTHOCTA U JOCTYITHOCTU MpeJHa3HadeHa AJisi oOecrieueHus
nenoctHoctd U poctynHoctu IT/IH, mporpamMubix u anmapatHelx cpeacts MCIT[H MBOY
«AnukoBckas COII um. U. S. SxoBneBa», a Tak K€ CPEACTB 3aIlUThI, TPU CIy4YalHOW WIH
HaMepeHHON MOAM(HUKAIINN.

[loncucrtema peanu3yeTcss C [OMOIIBKO  OpPraHU3allMd  PE3EPBHOTO  KOMUPOBAHMS
o0pabaTbIBaeMbIX JaHHBIX, a TaK JK€ pe3epPBUPOBAHNEM KiIt0UeBBIX 3neMeHToB UCII/H.

4.3 Moncucrema AHTUBHUPYCHOMU 3ALLMUTHI

[ToxcucTemMa aHTUBUPYCHOW 3alllUTHl NpEIHA3HA4YCHa i1 OOECTCUYCHHS AaHTHBHUPYCHOM
3ammThl cepBepoB U1 APM monw3oBareneit UCIIJn MBOY «Anuxosckas COII um. U. 4.
SkoBneBay.

CpencTBa aHTUBUPYCHOM 3aIIUTHI TTPESIHA3HAYCHBI JJISl PEATH3AIMH CICTYIOMIHX (yHKITUH:

- PE3UJICHTHBIN aHTUBUPYCHBI MOHUTOPHHT
- AHTUBUPYCHOE CKAaHUPOBAHUE;
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- CKpUNT-0JIOKUPOBAHHE;
- ICHTPATN30BAHHYIO/YIAICHHYIO YCTAaHOBKY/JICHHCTAUIAINIO aHTUBUPYCHOTO MPOIYK-
Ta, HACTPOUKY, aAMUHUCTPUPOBAHUE, TPOCMOTP OTYETOB M CTATHCTUYECKOW MHGPOpMa-
IIUU TI0 paboTe MPOAYKTA;
- aBTOMATH3UPOBAHHOE OOHOBJICHHE AaHTUBUPYCHBIX 0a3;
- OrpaHWYCHHUE TIPAB IOJI30BATEISI HA OCTAHOBKY HCITOJIHSACMBIX 3a71a4 M W3MCHEHUS -
HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 O0ECIICUCHHUS,
- aBTOMATHUYECKUH 3aITyCK Cpa3y MOcCie 3arpy3KH ONepaliiOHHON CHCTEMBI.

[Moncucrema peanusyercs MyTeM BHEIPEHUS CICIHATHHOTO aHTUBHUPYCHOTO MPOTPAMMHOTO

obOecrieuenus Ha Bce dnmeMenTsl MCTI/IH.

44 IloacucreMa MeKCETEBOTO IKPaAaHUPOBaAHUA

Iloncucrema MeKCETEBOrO 3KpPaHUPOBAHMS IpEIHA3HAYeHa Ul pealu3alud CIEAYIOIUX
GbyHKIMI:
- GUIBTPAIIK OTKPBITOTO M 3aIM(PPOBaHHOTO (3akpbiToro) IP-tpaduka nmo cremyrommm
rapameTpam;
- (hukcanuK BO BHYTPEHHUX KypHaIax HHPOPMALUU O IPOXOISALIEM OTKPHITOM U 3aKphI-
tom [P-tpaduxe;
- UACHTU(UKAIUY U ayTeHTH(PUKALNIO aIMUHUCTPATOPa MEKCETEBOTO IKpaHa MpHU €ro -
JIOKQJIBHBIX 3aIpOcax Ha JOCTYII,
- perucTpauuu Bxoja (BbIXOAa) aAMHHHMCTpATOpa MEKCETEBOIO dKpaHa B CUCTEMY (U3
CHCTEMBI) JINOO 3arpy3KH U MHULUAINU3ALUN CUCTEMBI M €€ IPOrPaMMHOIO OCTAHOBA;
- KOHTPOJISI LIEJIOCTHOCTH CBOEH IMPOrpaMMHOM U MH(OPMAITMOHHON YacTH;
- (unbTpaLMK MAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYKALIUX Ui JTUAarHOCTUKU U YIpaB-
JeHUs1 pabOTOM CETEBBIX YCTPOUCTB;
- (WIBTpaLlUU C Y4ETOM BXOJHOI'O M BBIXOJHOIO CETEBOro MHTep(elica Kak CpelcTBO
IPOBEPKU IOJJIMHHOCTH CETEBBIX aJIPECOB;
- PETUCTPALIMU U y4ETa 3alpaliMBacMbIX CEPBUCOB IPUKIIAIHOIO YPOBHS;
- OJIOKMpOBaHUS JOCTYIAa HEHICHTU(HUIIMPOBAHHOTO OOBEKTAa WU CYyOBEKTa, MOJJIHH-
HOCTh KOTOPOTO IpU ayTeHTU(UKALUU HE NOATBEpAMNIIACh, METOJaMH, YCTOWYMBBIMU K
HIEPEXBATY;
- KOHTPOJISI 32 CETEeBOM aKTUBHOCTBIO IMTPUIIOKEHUH U OOHAPYKEHUS CETEBbIX aTakK.
[loncucrema peanusyercs BHEAPEHUEM MPOTrpaMMHO-aNIaPaTHBIX KOMIUIEKCOB MEXCETEBOTO
sKpaHupoBaHus Ha rpanuue JICB, knaccoM He Huke 4.

45 Iloacucrema aHajau3a 3alIUIIEHHOCTH

[loxpcuctema aHanMza 3alIUIIEHHOCTH, JOKHA OOECNEYMBATH BBISIBICHUS YA3BUMOCTEH,
cBs3aHHBIX ¢ ommOkamMu B kKoHburyparuu 110 MCII/IH, koTOophle MOTYT OBITh HUCIIOJIH30BaHbI
HapyLIUTEIEM JIJISl peajiu3allui aTaku Ha CUCTEMY.

OYHKIIMOHA TOJICUCTEMBI MOXXET OBITh peajn30BaH MPOTPAMMHBIMH M TMPOTPAMMHO-
anmnapaTHBIMHU CPEJICTBAMH.

4.6 MoacucremMa o0HAPYKeHHS BTOP/KEHH I

IToncucrema oOHapyKeHHs BTOP>KEHHM, JOKHA 0OECIIeUMBATh BBISIBICHUE CETEBBIX aTakK Ha
anemenTsl UCII/IH, nonkitoueHHbIe K CeTM OOIIEro MOJIb30BaHUS U (MJIM) MEXIyHApOIHOIO
oOMeHa.

OYHKIMOHAI MOJICUCTEMBl MOXXET OBITh peajr30BaH MPOrPaMMHBIMU U IPOrpPaMMHO-
anmnapaTHbIMH CPEICTBAMHU.
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4.7 ToacucreMa KpUNTOrpadgpuyecKo 3amuThI

Iloncucrema kpunrTorpaguueckord 3amuThl NpeaHazHadeHa ans wuckimoueHus HCJ x
samuniaemor napopmarnuu B UCIT[Ix MBOY «Amukosckas COII um. U. 5. SxosieBa», npu
ee Tmepeaadr o KaHajlaM CBSI3H CeTell 001ero nojib30BaHus U (UIH) MEeXIyHApOAHOTO OOMEHa.

[loxcucrema peanusyeTcss BHEIPEHHEM KPUNTOTpadUUECKUX MPOrpaMMHO-aINIMapaTHBIX
KOMILIEKCOB.
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5 Noassosarean HUCIIIn

B UCITIn MBOY «Anukosckass COIII um. U. f. SIkoBneBa» MOKHO BBIACIUTH CICAYIOLINE
IpYMIIBI OJIB30BaTENeH, yyacTBYIOIIKX B 00paboTke u Xxpanenuu [1/1H:
- Aamunuctpatopa UCII/H;
- AnmunuctpaTtopa 6e3omnacuoctu UCT1/IH;
- Oneparopa APM;
- AIMUHHCTpATOpPA CETH;
- TeXHUYECKOTO CHEHUATUCTA 10 00CITYKUBAHUIO NTEpUPEPUITHOTO 000PYI0BAHUS;
- [Iporpammuct-pazpadorunx MCII/IH.
JlanHble O rpymnmax IoJb30BaTeNsX, YPOBHE HX JOCTyNa M MHGOPMUPOBAHHOCTH JOJIKEH
ObITh OTpakeH B [10y10’keHUH 0 pa3rpaHUuEHUH MIPaB JOCTYMA K MEPCOHAIBHBIM JaHHBIM.

5.1 Aamunucrparop UCIIIn

Anmunuctpatop UCIIAH, cotpynauk MBOY «Anukxosckas COIL um. U. f. SkoBneBay,
OTBETCTBEHHBI 3a HACTpOiKy, BHeapeHue u compoBoxaenune WCIIIH, oOecneunBaer
dbyHkuronupoBanue mojcuctembl  ympasieHus  goctynom  MCII[Iln u  ymomHOMOueH
OCYIIECTBIIATh IPEAOCTAaBICHHE U pa3rpaHUYEHHE JOCTyNa KOHEYHOIO II0JIb30BATEIs
(Onepatopa APM) k snemMeHTaM, XpaHsIIUM IepCOHATbHBIC TaHHBIC.

Anmunuctpatop UCIIIH ob6nasaeT cienyromuM YpoBHEM JIOCTYIA U 3HAHUA:

- obsayaet mMoIHOM MH(GOPMAIME 0 CUCTEMHOM M MPUKIIATHOM MPOrpaMMHOM oOecrie-
yenun UCII/IH;

- oOytaaet moTHOM MH(pOpMaIel o0 TeXHHYeCKuX cpeactBax u koHpurypamuu UCIT1H;
UMeeT JOCTYH KO BCEM TEXHHYECKMM CpeacTBaM 00paOoTKH MH(pOpMAIMM U JaHHBIM
NCIIx;

- o0aiaeT npaBamMu KOH(GUTYPUPOBAHUS U QIMUHUCTPATHBHON HACTPONKN TEXHUUECKUX
cpeacts UCII/IH.

5.2 Anmunucrparop 6ezonacnocru UCI/In

Anmunuctpatop 6e3onacnocty MCIIH, corpyaauk MBOY «Anukosckas COIL um. U. .
SxoBneBay», oTBeTcTBeHHBbIM 3a ¢yHKunoHupoBanue C3I1/H, BkIOYas 0OCIy)XHUBaHUE W
HACTPOMKY aIMUHUCTPATUBHOU, CEPBEPHOU U KIIMEHTCKOM KOMIIOHEHT.

Anmunuctpatop 6e3onacHoctd UCTIJIH o6mamaer cneayromuM ypoOBHEM TOCTYIA M 3HAHUMN:

- o0nanaet nmpaBamu Anmunuctparopa UCI/IH;

- obnanmaer nmotHOM MH(popmanment 06 MCII/IH;

- IMEEeT JOCTYN K CPeACTBAM 3allUThl MHPOPMAIMU U TPOTOKOIMPOBAHUS M K YaCTU
KkmoueBbIx aneMenToB MCII/IH;

- HE UMEEeT NpaB JOCTyNa K KOHPUIyPHPOBAHUIO TEXHUUECKUX CPEICTB CETH 3a MCKIIIO-
YEHHUEM KOHTPOJIbHBIX (MHCIICKITMOHHBIX ).

Anmunuctpatop 6e3onmacnoctu UCIT/IH yrnomHoMOueH:

- peanu3oBbIBATh MOJUTUKY Oe3omacHocTH B vactu HacTpoviku CK3MU, mexcereBbIX
9KpPaHOB M CHCTEM OOHApyXEHHs aTak, B COOTBETCTBHH C KOTOPBIMH IIOJIH30BATENb
(Onepatop APM) nosydaet BO3MOKHOCTb paboTtath ¢ anementamu UCTI/IH;

- OCYUIECTBIIATh ayIUT CPECTB 3aLUTBHI;

- YCTaHABIMBATh JIOBEPUTEIIbHBIE OTHOLICHHS CBOEH 3aLIUILICHHOW CETH C CETAMM JIPYTUX
Opranusanu.

5.3 Oneparop APM

Oneparop APM, corpynHuk MBOVY «Amukosckas COII wum. M. S. Sxosnesay,
ocymectBisitonuii 006padotky I1ln. OOpabotka I1/[H BKIIOYaeT: BO3MOXKHOCTH IMPOCMOTpA
[IIn, pyunoit BBom I1[Im B cucremy WCII[H, ¢opmupoBaHue copaBoK MU OTYETOB IO
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uHpopmanuu, nomydeHHot uz MCII/In. Omnepatop He MMeeT MOJHOMOYMH Ui YHpaBICHHUS
noacuctemMamMu 006pabotTku gaHHbIX U C3I1/1H.
Omnepatop UCII/In 00nanaeT ciaeayonmM ypoBHEM JOCTYIIA U 3HAHUM:
- o0najaeT BCeMU HEOOXOAMMBIMH aTpuOyTamu (HampuMmep, MmapoJieM), obecreunBaro-
IIMMH JOCTYH K HEKOTOpoMy noagmMHoxecTBY [1/1H;
- pacroyaraet KOHQUACHIMAIEHBIMU TaHHBIMH, K KOTOPBIM UMEET TOCTYIL.

5.4 ApmMuHHECTpaTOp ceTH

Anmunuctpatop cetd, corpyngHuk MBOVY «Amukosckas COULI um. M. . Sxosiesay,
OTBETCTBEHHBIM 3a (PYHKUMOHMpOBaHHE TeJIeKOMMYHUKaMOHHOW moacuctembl WCII/IH.
AJIMUHUCTpATOp CETH HE HMEET IMOJHOMOYMH JUIsl YNpaBlIeHHs MOJCUCTeMaMH 00pabOTKU
JaHHBIX U 0€30MaCHOCTH.

AJMMHUCTpATOpP CETH 00J1a/1aeT CIEeIYIONUM YPOBHEM JIOCTYTIA U 3HAHUIA:

- o0saiaeT yacThio HHGOPMAIUU O CUCTEMHOM U MPUKJIAAHOM IIPOrpaMMHOM obecrieye-
nuu UCII/1H;

- 00naaeT yacThio HHPOPMAIMK O TEXHUUECKHUX cpeacTBax U koHpurypauuu UCIIIH;
uMeeT (PU3NUECKUi JOCTYI K TEXHUYECKUM CpeJICTBaM 00pabOTKU HHPOPMALIUU U CPeJI-
CTBaM 3allUThI;

- 3HAEeT, 10 MEHBIIEW Mepe, OAHO JIETaIbHOE UMsI IOCTYyIIA.

5.5 Texnuuecknii cienuanucT no 00CTy;KHBAHUIO NepuepHitHOro 0060py10BAHUS

TexHUYeCKni CrenuaaucT mo oocmyxuBanuio, corpyaHuk MbOY «AmukoBckas COUI um.
. 4. SxoBneBay, OCYIIECTBIAET OOCIYyKMBAaHHE U HACTPOMKY nepudepuitHoro o60pynoBaHUs
HCIIn. TexHudyeckuii CrieUainuCcT Mo oOCIyKMuBaHUIO HE uMeeT aoctyna kK [1JIH, He umeer
MIOJTHOMOYHH [Tl yIIpaBJICHUs MOACUCTEMAMU 00Pa0OTKHU TaHHBIX M O€30MaCHOCTH.
TexHuyeckuil crienuagnucT Mo oOCTYXHBAaHUIO 00JalaeT CIEAYIOUIMM YPOBHEM JOCTyIa U
3HAHUI:
- obnaaeT yacThio HHGOPMALIMU O CUCTEMHOM U MPUKIAJHOM IIPOrpaMMHOM obecrieye-
nuu UCIT/H;
- o0naaeT yacThio HHPOPMAIMH O TEXHUYECKHUX cpeacTBax u koHpuryparuu UCITIH;
3HAET, 10 MEHBIIEH Mepe, OHO JIETAIbHOE UMsI 10CTYyIIA.

5.6 Mporpammucr-paspadoraux UCI/In

[TporpamMMucTbI-pa3paboTUMKU (OCTABIIMKY) MPUKIAJAHOTO MPOrpaMMHOI0 obecreueHus,
o0ecrieunBaroIIrue ero CONMPOBOXKICHUE Ha 3amuiiaeMoM o0bekTe. K maHHOW rpymnme Moryt
oTHOCcUThCA Kak coTpyaHukun MBOY «Anukosckas COI um. W. . SIkoBneBa», Tak u COTpy-
HUKHU CTOPOHHMX OpraHU3alui.

duznyeckoe U0 ITON KaTEeTOPUH:
- obmagaer uHpopMamue 00 anropuTMax M nporpammax o0paboTku mHpOpManuu Ha
NCIIx;
- 00J1ajaeT BO3MOXKHOCTSIMH BHECEHUS OIIMOOK, HEIEKIapUPOBAHHBIX BO3MOXKHOCTEM,
INPOTrpaMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX MpPOrpaMM B mporpammHoe obecrieuenue MC-
[1/11 Ha cTaauu ee pa3pabOTKU, BHEPEHUS U COTIPOBOXKIACHMUS;
- MOXXET pacroyiarate Jro0bIMH ¢parmMeHTamMu MHGopManuu o tonoiorun MCIIIH u
TEXHUYECKUX cpeicTBax 00paboTku u 3amuTel [1/1H, oOpabaTsiBaeMbix B UCII/H.
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6 TpeOoBaHusl K mepcoHay nmo odecnevyennio 3amuTbl [1n

Bee corpynnuku MBOVY «Anukosckas COII um. WM. . SkoneBay, sBistoLIuecs
nosib3oBarensiMu CIIJIH, 1OMKHBI YETKO 3HATh M CTPOTO BBINOJIHATH YCTAHOBJICHHBIE IIPaBUIIa
1 0053aHHOCTU MO JOCTYNY K 3allliliaeMblM OOBEKTaM M COOJIOACHHIO MPHUHITOIO pexuMa
oe3omacuHoctu I1/1H.

[Ipu BcTymieHMH B JOJKHOCTH HOBOTO COTPYIHHMKA HEMOCPEICTBEHHBIH HadalbHUK
MOJIpa3/ieleHusl, B KOTOpPOE OH IOCTymaeT, OOs3aH OpraHu30BaTh €ro O3HAKOMJIGHHE C
JOJKHOCTHOW ~ MHCTPYKLUMEH M HEOOXOAMMBIMU JOKYMEHTAMH, pPErJIaMEeHTUPYIOIIUMU
TpeboBanuss mno 3ammre II/lH, a Takxke oOydyeHME HaBBIKAM BBIIIOJHEHUS MPOLEYD,
HE0OXOIMMBIX JJIsi CAaHKLMOHHPOBaHHOTO ncnonb3oBanus UCII/H.

CoTpyaHHMK JTOJDKEH OBITh O3HAKOMJIEH CO CBEJCHUSAMHU HacTosiueidl [TomuTHKH, MPUHATHIX
nporeayp padotsl ¢ anemenTamu UCI1Ix u C3I1/]H.

Corpynaukn MBOY  «Amukxosckas COIII um. M. S. SIxoBneBa», HCHONB3YyIOIINE
TEXHUYECKHE  CpeACTBa  ayTeHTHU(HUKaLWW,  JOJDKHBI  OOecleuyuBaTh  COXPAaHHOCTh
UACHTU(PUKATOPOB (JEKTPOHHBIX Kitouelt) u He gonyckats HCJI k HUM, a Tak e BO3MOXHOCTb
WX yTepU WM HUCIHOJb30BaHUS TpeTbUMM Juuamu. lloib3oBaTesnn HeCcyT MEepCOHAIBHYIO
OTBETCTBEHHOCTb 32 COXPAaHHOCTh UECHTU(UKATOPOB.

Corpynnukn MBOVY  «Amukockas COILI um. WM. S. SkoBineBa» MOJKHBI CJIEI0BAThH
YCTAHOBJICHHBIM HpoOILeaypaM HojaepkaHusi pexxuma OezomacHoctu I1JIn mpu BeiOope u
WCIIOJIb30BaHUU NapoJiel (€C/IM He UCTIONb3YIOTCSI TEXHUUECKHE CPEeICTBA ayTeHTU(UKALINN).

Cotpynaukun MBOY «AnukoBckas COLI um. U. f. fxoBneBa» DOMKHBI 00ECTieUnBATH
HaJJISKAIIYIO 3alUTy 000pyI0BaHMs, OCTaBIsIEMOro 0€3 MpUCcMOoTpa, OCOOCHHO B TE€X CIIydasX,
KOIZla B IOMELIEHHE MMEIT JOCTYNl IOCTOPOHHHWE juia. Bce mosb30BaTeny AOIKHBI 3HATH
TpeboBanus no OezonacHoctu [IJIH U mpoueaypsl 3aUUTHl 000PYIOBaHMS, OCTaBIEHHOTO 0€3
MPUCMOTPA, a TAKXKE CBOM 0053aHHOCTH MO 0OECTICUCHHIO TaKOH 3aIUTHI.

CoTpynHUKaM 3allpellaercs YCTaHaBJIMBAaTh I[OCTOPOHHEE MPOrpaMMHOE oOOecreueHue,
MOJIKIIIOYATh JINYHBIE MOOMJIbHBIE YCTPOWCTBA M HOCUTENM MH(OPMALINK, a TaK K€ 3alUCHIBATh
Ha HUX 3alUIIaeMyI0 HHPOPMAIHIO.

CoTpyaHuKaM 3ampelniaeTcsi pasriamaTh 3allydiaeMylo HH(QpOpMaILuio, KOTopas cTaja UM
n3BecTHaA Tpu padbore ¢ nHpopManuoHHbIMU cuctemMamMu MBOY «AnukoBckas COLI um. U. S.
SIkoBneBa», TPETHUM JIMLIAM.

IIpu pabore ¢ [I[n B UCIIn corpyanuku MBOVY «AnukoBckas COLI um. M. S.
SxoBneBa» 00s13aHBl 00ECIIEUNTh OTCYTCTBHE BO3MOKHOCTH npocMmoTpa I1JIH TpeTbumu nunamu
¢ MOHUTOPOB APM uinu TepMUHANOB.

[pu 3aBeprenun padotsl ¢ UCII/IH cotpyanukn 06s3aHbl 3amuTuTh APM Min TepMHUHAIBI
C TOMOIIBI0 OJIOKHPOBKH KIIIOUOM WM JKBUBAJCHTHOTO CPEJCTBA KOHTPOJS, HaIMpHUMeEp,
JOCTYTIOM IO MApOJII0, €CJIM HE UCTIONb3YIOTCS 00Jiee CHIIbHBIE CPEACTBA 3aILUTHL.

Corpynaukun  MBOY  «AmmkoBckas COILI wum. W. f. SfxoBneBa» MOMKHBI OBITH
pouH(GOPMHUPOBaHEI 00 yrpo3ax HapylieHus pexkuma OezonacHoctd ITJIH U OTBETCTBEHHOCTH
3a ero HapymeHue. OHM JOIDKHBI OBITh O3HAKOMIIEHBI C YTBEPXJIEHHOW (opMalibHON
MPOLEYpPON HAJIOKEHUS JUCHUIUIMHAPHBIX B3BICKAHUN Ha COTPYIHUKOB, KOTOPBIE HApYIIUIU
INonutuky nHGOpMaMOHHON 6€30MacHOCTH U Ipoueaypsl 6e3onacHocTH I1/1H.

Cotpynuuku 00si3aHbl  0€3 TPOMEUICHHS CcooO0IaTh 000 BCeX HAOMIOJAaeMbIX WIN
MOJIO3pUTENIbHBIX citydasx padoTsl MCII/IH, Morymux mosieys 3a cob6oil yrpo3sl 0€30macHOCTH
I, a Takke O BBIABICHHBIX HMH COOBITUSIX, 3aTparuBaromux Oe3omnacHocTs [1J]H,
PYKOBOJCTBY IOJIpA3JIECICHU U JIMLY, OTBEYAIOLIEMY 32 HEMEJJIEHHOE pearnpoBaHKE Ha YTPO3bl
6e3onacHoctH [1/]H.
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7 JloJizkHOCTHBIE 00si3aHHOCTH noJib3oBaTteieii UCIIIn

JlomxHocTHbIE 00s13aHHOCTH nosb3oBaTeneit MCII/H onucansl B ClieIyOMUX TOKyMEHTaX:
- Unctpykunsa agmunuctparopa UCIIIH;
- Unctpykuusa agmunmnctpaTtopa 6e3onacHoctu UCIIH;
- Unctpykuus nons3osarens UCIT/IH.
OtBerctBeHHOCTh coTpyaHuKoB MCII/In MBOY «Anukosckas COL um. U. 5. SIxoBneBay.

B cootBercTBHH cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-03 «O nepcoHaJabHBIX JaHHBIX)» JHUIAa, BUHOBHBIE B HAPYILIEHUU TPeOOBAaHUI JaHHOTO
@enepanlbHOrO  3aKOHA,  HECYT  TIPAXKIAHCKYH0,  YIOJOBHYK,  aJIMUHHUCTPAaTUBHYIO,
JUCIHUIUIMHAPHYI0O U HHYIO MPEIYCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoi ®enepannu
OTBETCTBEHHOCTb.

JleiicTByromiee 3ak0HOIaTENbCTBO PD 103BOMISET NPeAbABIATh TPEOOBAHUS 110 OOECTIEY CHUIO
Oe30macHOi paboThl ¢ 3amuiaeMoil MHGopMaleil U npearycMaTpUBaeT OTBETCTBEHHOCTh 32
HapylIeHHEe YCTaHOBJIEHHBIX MpaBuil dKciutyataund OBM u cuctem, HenmpaBOMEpHBIN TOCTYI K
uHpOpPMAIIUY, €CITU 3TH JIEHCTBUSA MPHUBEIM K YHUYTOXKEHHUIO, OJOKMPOBAHUIO, MOAU(PUKAIIIH
nHpopmanuu uim HapymeHuto padorsl 9BM mnu cereii (ctateu 272,273 u 274 YK PO).

Anmunuctpatop UCIIAn u anmunuctparop 6e3onmacHoctu UCIIJIH HeCyT OTBETCTBEHHOCTh
3a BCE JEWCTBHS, COBEPLICHHBIE OT MMEHM MX YYETHBIX 3alUCEd WJIM CHCTEMHBIX YYETHBIX
3amnuceil, eciiu He JJ0Ka3aH (pakT HECAHKIIMOHUPOBAHHOTO MCIIOB30BaHMs YUETHBIX 3aIIUCEH.

[Ipn napymenusix corpyauukamu MBOY «Anukosckas COILI wm. W. A. SxoBneBa» —
nonb3oBareneit MWCII[IH mpaBwi, cBs3aHHBIX ¢ Oe3zomacHocTeio [I/[H, oHEM HecyT
OTBETCTBEHHOCTb,  YCTAaHOBJEHHYIO  JEHUCTBYIOIIMM  3aKOHOAATEILCTBOM  Poccuiickoii
®denepauuu.

[IpuBenennbple Bbllle TPeOOBaHHS HOPMATHUBHBIX JOKYMEHTOB IO 3aluTe WHGOpMaluu
JOJKHBI OBITh OTpakeHbl B Ilonoxenusax o noxapazaenenusx MbOVY «Anukosckas COIL um. 1.
S. SxosneBay, ocymectBisommx 06padorky [I/Jn B MUCII[IH u DOMKHOCTHBIX MHCTPYKIIHSIX
cotpyaankoB MbBOY «Anukosckas COLL um. U. S. SAxoBneBay.

Heob6xomumo BHecTu B [Tonoxenus o nmoapasznenenussx MbOY «Anukosckas COL um. U.
. SAxoBneBay, ocymectBisromux o0padorky I[1/1n 8 UCII/IH cBeneHus 00 OTBETCTBEHHOCTH HX
PYKOBOAMTENEH U COTPYAHHKOB 3a pas3rialleHHe M HECaHKIMOHUPOBAHHYIO MoOJAU(UKAIIIO
(uckaxxenue, panscudpukanmo) [1/1H, a Takke 3a HEMPaBOMEPHOE BMEUIATEIHCTBO B MPOIECCHI
MX aBTOMaTU3UPOBAHHON 00pabOTKH.
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8 CHHCcOK HCIOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBEIMH M METOJWYCCKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6a3upyercs Hactosuiee [lonoxeHue ABISAIOTCA:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mepcoHaIbHBIX JTaHHBIX» (lajee —
@3 «O mepcoHANBHBIX JAHHBIX»), YCTAHABIMUBAIOIIUNA OCHOBHBIC MPUHIUIBI U yCIOBUS 00pa-
6otku I1/]H, mpaBa, 00I3aHHOCTH W OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHHIA, CBI3aHHBIX C 00-
pabotkoi I1/1H.

2 Tloctanosnenue IlpaBurenscTBa Poccuiickoit @eneparum oT 1HO0s10ps 2012 1. Ne 1119 «O6
YTBEPKACHUH TPeOOBaHMH K 3alUTe MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTke B MH(OpMAIIH-
OHHBIX CUCTEMAaX MEPCOHATbHBIX JaHHBIX).

3 «lIlonoxxenue 06 0cOOEHHOCTIX 00paOOTKU MEPCOHATBHBIX JAaHHBIX, OCYILECTBIsIEMON 0e3
HCIIOB30BaHUsS CPEJICTB aBTOMAaTHU3aun», yrBepxkaeHHoe [loctanoBnennem IIpaButenscrea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHusl K MaTepuaIbHBIM HOCHUTENSIM OMOMETPHUYECKHX IMEPCOHATIBbHBIX JAHHBIX U
TEXHOJOTHSM XPaHEHHUS TAaKUX JAaHHBIX BHE HMH()OPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JaH-
HbIX», yTBepkJeHHbIe [locTanoBnenunem [IpaButenscTtBa PO ot 06.07.2008 r. Ne 512.

5 HopmaTtuBHO-MeTOIMYECKHE NJOKYMEHTHI DenepanbHOi cayKObl IO TEXHUUECKOMY M JKC-
neptHoMy KoHTpouto Poccuiickoit @epepanuu (manee - ®CTIK Poccun) mo obecniedeHuto 6e3-
onacHoctH [1/1n npu ux o6padorke B UCIT/IH:

6 PexoMmenmamnuu 1mo obecrieueHno 6€301macHOCTH NMEPCOHANBHBIX JTAaHHBIX TIPH UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMax MEePCOHAIBHBIX MaHHBIX, yTB. 3aM. aupektopa ®CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOIIPHUSITHS 110 OPTaHU3AIMUA U TEXHUYECKOMY OOECIeYeHUI0 0e301acHOCTH
MEPCOHANBHBIX JTAHHBIX, 00pabaThiBaeMbIX B MH(GOPMALIMOHHBIX CHUCTEMax MEPCOHAJIbHBIX J1aH-
HBIX, YTB. 3aM. aupekropa @CTIK Poccun 15.02.08 r. (ACII)

8 bazoBas Mozens yrpo3 06e30MacHOCTH MEPCOHAJIBHBIX JTaHHBIX IPU WX 00paboTKe B WH-
(OpMaIMOHHBIX CHCTEMaxX MEepPCOHANBHBIX MaHHBIX, YTB. 3aMm. nupekropa PCTIOK Poccun
15.02.08 r.

9 MeToauKa orpeieieHus] aKTyalbHBIX yIrpo3 0€30MacHOCTH NEPCOHANBHBIX JAHHBIX IPU UX

0o0paboTke B HMH(OPMAIMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX JAHHBIX, yTB. 3aM. JHUPEKTOpa
DOCTOK Poccum 15.02.08 r.
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Hpuaoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpuaTuil o odbecrneuennu 6ezonacHoctu MCIT K3 K2 K1
| B noxcucreMe ynpasiieHHs TOCTYIIOM:
PeanuzoBaTh ueHTUGUKALINMIO U TPOBEPKY MOATUHHOCTU CYOBEKTOB IOCTYIA MpU
1 Bxoji¢ B onepanmonnyto cuctemy VMCIIIH o nmapoio ycaoBHO-TIOCTOSIHHOTO Jei- + + +
CTBUS, ITUHON HE MEHee IeCTH OYKBEHHO-IIU(POBHIX CUMBOJIOB;
Peanu3oBaTh HACHTU(UKALIUIO TEPMUHAIOB, TEXHUYECKHX cpeacTB o0paboTku I1/1H,
2 y310B UCII/IH, KOMIIBIOTEPOB, KAHAJIOB CBS3H, BHEIIHUX ycTpoiicTB MCII/IH no ux - + +
JIOTMYECKUM UMEHaM (azpecam, HOMeEpaMm);
3 PeilJ'II/ISOBaTE: UIEeHTU(UKAITUIO IPOTPAMM, TOMOB, KaTaJIoroB, (aiio, 3anmuceH, mo- i + +
JIei 3anKcel 0 UMEHaM;
4 Peann3oBaTh KOHTPOJIb 1OCTYIA CYyOBEKTOB K 3AIIMIIAEMBbIM PECYPCaM B COOTBET- i + +
CTBUU C MaTpUIIEH 10CTyMa;
nipu Hanmauu noakoueHus UCIIIH k ceTsam o0111eTo moJib30BaHus JOJIKHO IPUMeE- He auxe 5-ro He mmxe 4-ro He auxe 3-ro
5) HATBHCS MEXKCETEBOE IKPAHUPOBAHHUE. YPOBHS 3allli- | YPOBHS 3allli- | YpOBHS 3ally-
HIEHHOCTH HIEHHOCTH HIEHHOCTH
st oGecrieuenns 6e30macHoro MexcereBoro B3anmoaerictsust B UICIIIx st pas- He muxe 5-ro | He Huxe 4-ro | He Hmxe 3-ro
6 HBIX KJIACCOB HEOOXOAMMO HCIOJIb30BaTh MO YPOBHS YPOBHS YPOBHS
3aIMIIEHHOCTH | 3alUILEHHOCTH | 3alllMIIEHHOCTH
1] CpencTBo 3a1uThl OT IPOrpaMMHO MaTemMaTuueckux BozaeicTeuii ([IMB):
Peanu3oBaTh HAEHTU(UKALUIO U ayTEHTU(PUKALINIO CYOBEKTOB JIOCTYIIA TP BXOJIE B
CPEJICTBO 3allIUThI OT MPOrpaMMHO MaTeMaTuueckux Bo3aeicteuii (IIMB) u nepen
1 BBINOJIHEHUEM UM JIIOOBIX ONepaluii o YIpaBaeHHIO (PYHKIUSIMH CPEeICTBA 3allu- + + +

Th1 OT [IMB 1o naposto (uu ¢ UCIoJIb30BaHUEM WHOTO MEXaHW3Ma ayTeHTH(UKA-
IIMU) YCIOBHO-TIOCTOSIHHOTO JICUCTBUS JUTMHOM HE MEHee MeCTH OYKBEHHO-
U(POBBIX CUMBOJIOB;
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OcCymIecTBIATh KOHTPOJIb JTIOOBIX JICUCTBHI CYOBEKTOB JIOCTYIIA TIO YIIPABICHHUIO
GbyHKIUAMU cpecTBa 3amThl 0T [IMB ToJIbKO MOCIIe TIPOBEIEHUS €ro YCIeITHON
ayTeHTU(UKALINN;

HpeIIYCMOTpCTB MCXaHHU3MBbI 6J'IOKI/IpOBaHI/IH AOCTYIIa K CPEACTBAM 3allIUTHI OT IIMB
IIPpH BBIIIOJHCHHUH YCTAHABJIMBACMOI'O YHCJIa HCYJAaUYHBIX ITOIMBITOK BBOAA ITAPOJIA;

HeoOxoaumo npoBoauTh uaeHTUGHUKALUIO (HaiiIoB, KaTaJoroB, MPOrpaMMHBIX MO-
NyJIeH, BHEIIHUX YCTPOUCTB, UCIIOJIB3YEMBIX CPEACTB 3auThl T [IMB;

B noncucreme peructpanuu u ydera:

Ocy1ecTBIATh PErucTpaltio BXoa (BbIXxoa) Cy0ObeKTa JOCTyla B CUCTEMY (U3 CU-
CTEMBI), TMOO PETUCTPALIMIO 3arpy3KH U MHUIUAIU3AIMH ONIEPallMOHHON CUCTEMBI U
€€ IMPOrpaMMHOI0 OCTaHOBA. Perucrpanys BbIXOAa U3 CUCTEMBI UM OCTAaHOBA HE
MIPOBOAMTCS B MOMEHTHI annapatypHoro otkiatouenus MCII/In. B napamerpax peru-
CTpallM yKa3bIBalOTCS J1aTa ¥ BpeMs BXoJa (BbIX0/a) CyObeKTa JOCTyIa B CUCTEMY
(13 cucTeMbl) MU 3arpy3Ku (OCTAaHOBA) CUCTEMBI;

[IpoBOIUTH yUeT BceX 3allMIIAEMbIX HOCHTENEH HHPOPMALIUU C ITIOMOIIBIO UX JTH000i
MapKUPOBKH U C 3aHECEHUEM YUYETHBIX JaHHBIX B )KypHa (YU4ETHYIO KapTOUKY);

[IpoBOANTH perucTpanmio BXoAa/BbIxoa CyObEKTOB JOCTYMA B CPEACTBO 3aLUTHI OT
[IMB, peructparnuto 3arpy3kd 1 THULIAAJIN3AaL|U1 3TOr0 CPEACTBA U €€ IPOrPAMMHO-
ro OCTaHOBa. B mapamMeTrpax perucTpaiuu yKa3blBaeTcsi BpeMs U JlaTa BXO/a/BbIX0Ja
CyOBeKTa JIOCTYIA B CPEICTBO 3amuThl OT [IMB mimu 3arpy3ku/ocTaHoBa 3TOro Cpei-
CTBa, a TaKXKe MJIEHTU(PUKATOP CyOBEKTa 10CTYyIa, MHULMUPOBABILETO TaHHbIE 1eH-
CTBHUS;

[IpoBoaUTH perucTpanuio coobITHii MpoBepku U ooHapyxenus [IMB. B napamerpax
pPEruCTpaIiy YKa3bIBAIOTCS BPEeMsI M 1aTa MIPOBEPKHU Win oOHapyxeHus [IMB, nnen-
TUPHUKATOP CYOBEKTa JOCTyIa, MHUIIMAPOBABIIETO JaHHbIE NEHCTBUS, XapaKTep BbI-
TTOJTHSIEMBIX JIEHCTBUIM 11O IPOBEPKE, TUIT 0OHAPYKEHHOW BPEIOHOCHOM MPOTPaMMBbI

(BII), pe3ynpraT 1eicTBUI CpecTBa 3alMThI 10 O6sokupoBanuio [IMB;

[TpoBoANTH perucTpalyio COOBITUI IO BHEPEHUIO B CPeICTBO 3amuThl oT [IMB ma-
KETOB OOHOBJICHUI. B mapameTpax perucrpaiuu ykasplBalOTCsl BpeMs U JjaTa OOHOB-
JIeHUsI, UJCHTU(PUKATOP CYObEKTa TOCTYMa, MHULMUPOBABIIETO JaHHOE JIeliCTBHE
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BEpCHUA U KOHTPOJIbHAA CyMMa IaKeTa O6HOBJ’IGHI/I5[;

[IpoBOaUTH perucTparyio coObITUI 3amycKa/3aBepIieHust paboThl MOAYJIEH cpecTBa
3anuTel oT [IMB. B nmapamerpax peructpanuu yka3blBarOTCS BpeMs M J1aTa 3aIyc-
Ka/3aBepIieHus: paboThl, HACHTU(UKATOP MOAYIIS, HIEHTHU()UKATOP CYOBEKTa T0CTY-
1a, THAIIMUPOBABIIETO JAHHOE ACHCTBHE, PE3YIbTAT 3aIlyCKa/3aBepIIeHNs] paOOTBhI,

JIOJIKHA TTPOBOIUTHCS PETHCTPAIIHSI COOBITHI YIIPaBICHUS CYyOBEKTOM JTOCTYIIA
¢byskusamMu cpeacTsa 3ammThl oT [IMB. B mapameTrpax peructpannu yKa3blBaroTCs
BpEMs U JIaTa COOBITHUS YIIPABIICHUS KOKIOU (DYHKITUCH, UICHTH(PUKATOP U CIICIIH-
¢bukanusa GyHKIMU, HISHTUDUKATOP CYOBEKTa JOCTYIa, MHUIIMUPOBABIIETO TaHHOE
JICCTBUE, PE3YJIbTAT NEUCTBUS,

[IpoBOIUTH PETUCTPALIMIO COOBITUI MOMBITOK TOCTYIIA IPOTPAMMHBIX CPEICTB K MO-
IyJsiM cpeactBa 3amuTthl oT [IMB win cnennansHbeiM JoByikaM. B mapamerpax pe-
THCTPALMU YKA3bIBAIOTCS BPEMsl U JaTa MOMNBITKH JOCTYIa, UACHTU()UKATOP MOAYIIA,
uaeHTUPUKATOp U crienrdukaius Moays cpeactsa 3amutel oT [IMB (cnenuansHoit
JIOBYIIKH), PE3YJbTAT MONBITKH JOCTYNA;

[IpoBoaNTH perucTpaluio cCOOBITUI OTKaTa g cpencTsa 3aumTsl oT [IMB. B napa-
METpax PETUCTPAIINU YKa3bIBAIOTCS BPEMs U JIaTa COOBITHS OTKATa, CIIeU(UKAIIHS
NeNCTBUI OTKaTa, UIeHTU(PUKATOP CYOBEKTa TOCTyIa, MHULIMUPOBABILIETO JAHHOE
JICHICTBHE, PE3YNIbTAT JCHUCTBUS,

10

OObecrneunTs 3aIIUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOXKEHHS WM MOIU(PUKALUT
HapyLIUTEIEM;

11

Peanu3oBaTh MEXaHU3MBI COXPAHEHUS JAaHHBIX PETUCTPALMU B CIIy4ae COKpallCHUs
OTBEJICHHBIX I10]] HUX PECYPCOB;

12

PeannzoBaTh MEXaHU3MBI IPOCMOTPA U aHAJIU3A TAHHBIX PETUCTPALIUU U UX (PUIIb-
TpaLUH 110 3alaHHOMY Habopy MapaMeTpoB;
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13

[IpoBOIUTH aBTOMAaTHYECKUI HETIPEPHIBHBII MOHUTOPHHT COOBITHIA, KOTOPBIE MOT'YT
ABIATHCS pUUUHOM peanu3auuu [IMB (coznanue, pegaktupoBaHue, 3aluCh, KOMIH-
Js1Ms 00BEKTOB, KOTOPBIE MOTYT cozepkarh BIT).

14

Peann3oBaTh MEXaHU3M aBTOMATHUYECKOTO aHATN3a JAHHBIX PETUCTPAILIUU IO 11abIo-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBToMaTrueckuM ux OJOKHPOBAaHUEM U YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOANTH HECKOIBKO BUJIOB y4eTa (AyOJHPYIOMINX) C perucTpanell Beaaun (Ipu-
ema) HocuTelnel nHpopmanuu;

16

OcyIecTBIATh pErUCTPAINIO BX0/1a (BBIX0/1a) CYOBEKTOB TOCTYIIAa B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPALIUS 3arPY3KH U WHUITHAIA3AINH OTICPAIMOHHON CUCTEMBI.

17

OcCymIecTBIATh PETUCTPALMIO BbIAUYH MEYaTHBIX (TpaUuecKrx) JOKYMEHTOB Ha
«TBEPAYIO» Komuto. B mapameTpax peructpaiiuu yka3bIBaloTCs (J1aTa U BpeMs BbIa-
4n (0OpamieHus K MmojcucTeMe BbIBOJA), CHEIM(pUKAIUS YyCTPOUCTBA BbIIaYH — JIOTH-
YecKoe UM (HOMEP) BHEIIIHETO YCTPOUCTBA, KPATKOE CoJiep kaHue (HanMEHOBaHUE,
BUJ, U(P, KOI) U YPOBEHb KOHPUACHIIMATHFHOCTH JOKYMEHTA, UACHTH(PUKATOP
cyOBeKTa 0CTyNa, 3aIPOCUBIIETO IOKYMEHT;

18

OcylecTBIATh PETUCTPALMIO 3aMMyCcKa (3aBEpIICHHs) POTPaMM U MPOIIECCOB (3a1a-
HUH, 3a71a4), IpeTHa3HAUYCHHBIX U1 00pa0OTKH 3alIMIaeMbIX ¢aiiios. B mapamer-
pax perucTpanny yKasbIBaroTCs JaTa U BpeMs 3aIycka, uMs (MIeHTU(UKATOp) MPo-
rpamMMmBbl (TIpoliecca, 3aanus), HACHTU(PUKATOP CyObEKTa JOCTYIIA, 3alIPOCUBILETO
nporpaMmy (IIpoLecc, 3aJaHue), pe3ysIbTar 3anycka (yCHelHbli, HeyCIeIHbINA — He-
CaHKI[MOHUPOBAHHBI),

19

OcCymIecTBIATh PETUCTPALMIO MONBITOK JOCTYIAa IPOrPaMMHBIX CPEJICTB (Iporpamm,
MIPOLIECCOB, 3a/1a4, 33/IaHUi) K 3aiuiaeMeiM (aiinam. B mapameTtpax peructpanuu
YKa3bIBAIOTCS JaTa U BPeMs TOIBITKH JIOCTYTIA K 3alHIaeMoMy (Gairy ¢ ykazaHueM
ee pesyibrara (ycIrelHas, HeyclenHas — HeCAaHKIIMOHUPOBaHHAsA ), HICHTU(UKATOP
cyOBeKTa 10CTyma, crienuduKanus 3anuiiaemMoro dainia;
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20

OcCymecTBIATh PETUCTPALMIO MOMBITOK AOCTYIAa IPOrPAMMHBIX CPEJICTB K CIEYIO-
IIUM JONOJHUTEIbHBIM 3aLUIAEMbIM 00bEKTaM JI0CTYIa: TePMUHAJIAaM, KOMIIbIOTE-
pam, yznam cetu UCII/IH, nuHusM (kaHaiaMm) CBSI3M, BHELIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaMm, Karauoram, (aiinam, 3anucsm, Mo 3anucei. B
rapaMeTpax perucTpalnuy yKa3blBarOTCs JaTa U BpeMsl MONBITKH JOCTYIA K 3allMIa-
eMOMY OOBEKTY C YKa3aHUEM €€ pe3yibTara (yCHelrHas, HeycrenHas — HECaHKIHO-
HUPOBaHHAas), UIEHTU(UKATOP CYOBEKTa AOCTYIA, CIeU(PUKAIIS 3aUIIAEMOT0
00BEKTa — JJOTUYECKOEe UMs (HOMED);

21

[IpoBOUTH y4eT BCEX 3aIMINAaeMbIX HOCUTENESH HH(POPMAIIUU C TIOMOIIBIO KX Map-
KHPOBKH U C 3aHECEHHEM YYETHBIX IaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OUUCTKY (0OHYIEHHE, 00e3INYNBaHIE) OCBOOOKIAEMBIX O0IacTei
OTIEpPaTUBHOW MAMSITH KOMITBIOTEPOB M BHEITHUX HaKonuTee. OuncTKa OCyIecTB-
JsieTCsl OJTHOKPATHOM NMPOM3BOJILHON 3alUCBIO B OCBOOOXKAaeMyt0 001acTh MaMsITH,
paHee HCIOIb30BaHHYIO JJI XpaHEHHUs 3allUIlaeMbIX JaHHbIX ((aiiiaoB, nuHpopMa-
un);

B noxcucreMme obecriedeHus 11€I0CTHOCTH:

OobecreunTh IEeTOCTHOCTH MPOrPaMMHBIX CpecTB 3auuThl B coctae C3I1/IH, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOI cpelibl. IIpy 3TOM 11e10CTHOCT CPeACTB 3alUThI
MIPOBEPSETCS IPU 3arpy3Ke CUCTEMBI 10 HATMYMIO UMEH (MAEHTU(PUKATOPOB) KOMIIO-
HeHT C3I1/[H, 1eT0CTHOCTD MPOrpaMMHOM cpejibl 00ecreunBaeTcst OTCYTCTBUEM B
WCTI/IH cpencts pa3paboTKH U OTIAJAKU NPOrpamm;

OcymectBnate ¢pusnueckyro oxpany UCII/{n (ycTpoiicTB 1 HocuTeneit nHdpopma-
[IUN ), IpeTycCMaTpUBaroIasi KOHTpoIb poctyna B momemenns UCIT{n noctoporHMX
JIMLI, HAJIMYUE HAIEKHBIX MPEMATCTBUMN 1JIs1 HECAHKIIMOHUPOBAHHOTO IIPOHUKHOBE-
Hus B nomemenus VCI/a u xpanunuine Hocutenel nabopmanuu;

[IpoBoauTts nepuoguueckoe tectupoBanue Gynkuuii C3ITH npu u3smMeHeHuu npo-
rpaMmMmHoOi cpenbl U niepcoHana UCII/IH ¢ moMoIpio TeCT-porpaMm, UMUTHPYIOIINX
noneiTku HC/I;

JIOJDKHBI OBITh B HAMM4uUK cpejictBa BocctanoBieHus: C3I1/H, npenycmaTpuBaromue
BEJICHHE JIBYX KOIUI MPOTrPaMMHBIX CPE/ICTB 3aIUTHI HHPOPMALIUH, UX MIEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0TOCIIOCOOHOCTH;
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[IpoBoaUTH MPOBEPKY LIETOCTHOCTH MOAYJEH cpeacTBa 3amutel oT [IMB, HeoOxo-
5 JUMBIX JJIsl €r0 KOPPEKTHOIO (PYHKIIMOHUPOBAHUS, IIPU €r0 3arpy3ke ¢ UCI0JIb30Ba- + + +
HHEM KOHTPOJIBHBIX CYMM,;
ObecneunTh BO3MOXXKHOCTh BOCCTAHOBJICHHUS CpeicTBa 3auuThl oT [IMB, npenycmar-
6 puUBaromIas BECHUE ABYX KONUK TPOTPAaMMHOIO CPEICTB 3aLUTHL, €r0 MepuoInye- + + +
CKO€ OOHOBJIEHHE U KOHTPOJIb Pab0TOCTIOCOOHOCTH;
Peanu3oBaTh MeXaHHU3MBbI IPOBEPKH LIEJIOCTHOCTH AKETOB OOHOBJIEHUH CpecTBa
7 3amuThl oT [IMB ¢ ncnosnb30BaHMEM KOHTPOJIBHBIX CYMM; + + +
[IpoBoauts pezepBHOE KormupoBanue [1/lH Ha oTuykIaeMble HOCUTEM HHPOPMATIHH;
8 - + +
V B noxcucreMe aHTUBHPYCHOM 3aIUTHI:
IIpoBoaKUTH aBTOMAaTHUYECKYIO MPOBEpKY Ha Hanuyue BII wnu nocneacreuii [IMB
1 nipu umnopre B UCII/IH Bcex mporpaMMHBIX MoayJel (IPUKIAIHBIX IPOrpamMm), KO- + + +
TOpBIE MOT'YT coziepkaTh BII, o UX TMIIOBBIM 11a0JIOHAM U ¢ TOMOILBIO IBPUCTHYE-
CKOI'0 aHAJIN34;
Peanu3oBaTh MEXaHU3MbI aBTOMAaTHYECKOT0 OJIOKMpOBaHMs 0OHapykeHHBIX BII my-
2 TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOAYJIEH UIM YHUYTOKCHHUS; + + +
PerynspHo BemonHsATh (ipu iepBoMm 3amycke cpeacTs 3amuThl [1/]n or IIMB u ¢
3 yCTaHaBJIMBA€MON MIEPUOJUYHOCTBIO) MPOBEPKA HA peMeT Hauuus B HuX BII; + + +
JomxHa nHMIMupoBaThesl aBToMatnyeckas nposepka MCII/IH Ha nmpeaMeT Hanu4us
4 BII npu BeisiBnennu ¢akra [IMB; + + +
PeanuzoBaTh MEXaHU3M OTKaTa JUIsl yCTAHABIMBAEMOI'O YHCIIA ONIEPALMN yIaIEeHUS
5 BII u3 onepatuBHOM WM MOCTOSHHOW MaMATH, U3 IPOTPAMMHBIX MOIYJIEH U MIPHU- + + +
KJIaJIHBIX IIPOTPaMM HJIM IPOrPAMMHBIX CPEACTB, copepxkamux BIL
6 Hononuaurtensro B UCII/IH noikeH NpoBOAUTECS HENPEPHIBHBINA aBTOMAaTUYECKUI + + +
MOHHUTOPHHT MHPOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO € 11eNblo BhisgBIeHUs BIL
VI KonTpons orcyrcteus HIIB B 110 C31

IMonutika nHpopmMannonHoit 6e3onacHoctr. Crpanuna 26 n3 29




Jiist mporpaMMHOT0 00ecTieueH s, UCTIONB3YeMOTo TpH 3ammuTe nHpopmarmu B UC-
IT11 (cpenctB 3amuThl nHGOpManuu — C3M, B TOM uuciie ¥ BCTPOSHHBIX B 00IIECH-
1 CTEMHOE U MpUKJIagHoe mporpaMMHoe obecnieuenue — [10), nomkeH ObITh 0OecnieueH + + +
COOTBETCTBYIOLIHI YpOBEHb KOHTPOJIs OTCYTCTBUA B HeM HJIB (He neknapupoBaH-
HBIX BO3MOKHOCTEH).

VIl O6Hnapyxenue sropxenuid B UCI1/Ixn

OOHapyxeHue BTOPKEHUI JOIKHO 00€CIeYnBaThCs IIyTEM UCIIOIb30BAHUSA B COCTa-
Be MCI1/IH nporpaMMHBIX UM IPOTrpaMMHO-aNIapaTHIX CPEJACTB (cucTeM) OOHa-
pyxenus srop>xenuii (COB).

Heob6xonumo 00s13aTenbHOE NCIIOIB30BAHUE CUCTEMbI OOHAPY)KEHUS CETEBBIX aTakK,
WCIOJIb3YIOUIME CUTHATYPHbIE METO/Ibl aHAJIN3A

HeoOxoaumo o0s13aTeIbHOE UCTIONB30BAHIE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
VCHIOJIb3YIOUINE CUTHATYPHbIE METO/Ibl aHAJIN3A M METObI BhISIBJICHHUS aHOMAJIHH

VIl 3ammura UCITIx oT [IDMUWH

st 06paboTku nHpopmanun HeoOxoauMo ucnoiab3zoate CBT, ynosieTBopsomye
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuy mo 3JeKTpOMarHuTHOM COBMeE-
CTHUMOCTH, 110 0€30MaCHOCTH ¥ SPTOHOMHUYECKUM TPeOOBaHUAM K CpEACTBaM 0TO0-
paxkeHus uHGOPMALIMU, IO CAHUTAPHBIM HOPMaM, IPEIbSIBISIEMBbIM K BUICOIUC-
wieliHeiM TepmuHanam [I1I9BM (aampumep, [OCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBerctBus ICIIJIH TpeboBanusim 6e3onacHoctu [1/1H

[IpoBecTu 00s13aTenbHYIO cepTUUKAIIUIO (aTTECTAINIO) 0 TpeOoBaHUsIM Oe3omac-
HOCTH MH(GOpPMAINH;

JlekmapupoBaTh COOTBETCTBHE HIIH 005A3aTEIbHYIO CEPTH(GUKAINIO (ATTECTAIHIO) IO

+ - -
TpeOOBaHUAM OE30MaCHOCTH HH(POPMAIIHMH (IO PEIISHUIO OIlepaTopa);

[Mpumeuanue: g UCIIx 4 knacca nepeueHs MeponpusaTHil o 3ammre [1/{H onpenensercss B 3aBUCUMOCTH OT yiiepOa KOTOPBI MOXET OBITH
HAHECEH B CJICJCTBUN HECAHKIMOHUPOBAHHOIO UJIU HENPEAHAMEPEHHOro nocryna K [1/1H.

CornacoBaHo:
3aMeCTUTENb AUpeKTopa no YBP KynukoB Cranucnas HukonaeBuu

[Monutika nHpopMannonHoit 6e3onacHoctr. Crpanuna 27 u3 29




3aMeCTUTENb AupeKTopa no BP Janunoa Mapuna ['eHHabeBHA
3aMecTuTeNb Aupekropa mo AXP ITaBnoB Anekcel I'enHagbeBUY
CEKpeTaphb - I€JIONPOU3BOAUTEID Tuxonosa AnrenuHa HukosnaeBHa

[Monutika nHpopMannonHoit 6e3onacHoctr. Crpanuna 28 nu3 29



JIncer o3nakomiienus ¢ IoanTukoit HHPOPMALMOHHOI 0€30MIACHOCTH

Ne dPHUO JomxHoCTH Jlara IMoanucey
n/n
1 | KynukoB CranucnaB HukonaeBuu 3aMecTUTENb AUPEKTOPA 110
YBP
2 | lanwioBa MapuHa 'eHHaibeBHA 3amecturensb qupekropa no BP
3 | ITaBnoB Anexceii ['enHagbeBUY 3amMecTuTeNb TUPEKTOpa 1Mo
AXP
4 | TuxonoBa AnrennHa HukonaeBna CexpeTapb - A€I0MPOU3BOAU-
TEJNb

[Monurtuka napopmannonHoit 6e3onacHoctu. Crpanuna 29 u3 29
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